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OITPEJAEJIEHUA

B HacTosimieM JOOKyMEHTE WCHOJIB3YIOTCS CIEAYIOLMIME TEPMUHBI U UX
OIPEIEIICHHUS.

ABTOMATM3MPOBAHHAsI CUCTEMa — CHUCTEMA, COCTOAIIAs W3 NEepcoHana M
KOMIUIEKCA CPEACTB aBTOMATH3ALMKU €r0 JEATEIbHOCTH, peaau3ytoimas uHpopMma-
UOHHYIO TEXHOJIOTHIO BBITIOJIHEHUSI YCTAHOBJIECHHBIX (DYHKIIMA.

AyTeHTH(PUKALUS OTIPABUTEJISA JAHHBIX — MIOJTBEPKICHUE TOrO, YTO OT-
MpaBUTEIb MOJYUYEHHBIX JTAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHoCTh MEPCOHANBHBIX [JAHHbIX — COCTOSIHHE 3alllUIIEHHOCTH
NEPCOHAIBHBIX  JIAHHBIX, XapaKTEPU3yEMOE CIOCOOHOCTHIO  TMOJb30BaTEINEH,
TEXHUYECKUX  CPEACTB M  HUHPOPMALMOHHBIX  TEXHOJOrMH  00ecrneyuTh
KOH(DUACHIIMATBHOCTD, LEJOCTHOCTh U JAOCTYMHOCTh NMEPCOHANBHBIX JTAHHBIX MpPU
ux 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JIAHHBIX.

Buomerpuyeckue mnepcoHajibHble JaHHbIe — CBEJICHUS, KOTOpPBIC
XapaKTEPU3YIOT (HU3UOJIOTHUECKHE OCOOCHHOCTH YEI0BEKAa U HA OCHOBE KOTOPBIX
MOHO YCTAHOBUThb €ro JIMYHOCTh, BKJOUas (ororpaduu, OTneyaTKU MaJbIICB,
o0pa3 ceTyaTku TJiaza, OCOOCHHOCTHM CTPOCHHMS Tela M JAPYTrylH TMOJI00HYIO
uH(bOopMaIHIO.

BaokupoBaHue mnepcOHAJIBHBIX JAAHHBIX — BPEMEHHOE IMPEKpallCHUE
00pabOTKM MEPCOHANIBHBIX JAHHBIX (32 MCKIIOUYEHHMEM CIIyuyaeB, eclii 00padoTka
HE00X0oIuMa JIJIsi yTOUHEHUS TEPCOHAIbHBIX JIAHHBIX).

Bupyc (KOMNbIOTEpHBIN, NIPOrPAMMHBIN) — UCIIOJIHSAEMbBIA TPOrPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMbIi HAOOp MHCTPYKIIMM, 00JIaarovii CBOMCTBAMU He-
CaHKIIMOHUPOBAHHOTO paCIpOCTpaHEHUs] W camoBocnpousBeacHus. Co3laHHbIe
nyOJIuKaThl KOMIIBIOTEPHOTO BUPYCa HE BCErJla COBMAAAIOT C OPUTMHAIIOM, HO CO-
XPAHSIIOT CIIOCOOHOCTh K JIajbHEHIIEMY pacpOCTPAaHEHHUIO U CAMOBOCIIPOU3BE/IEC-

HUIO.



BpenonocHasi nporpamma — nporpamma, npeHa3HayeHHas 1Jis OCyECTB-
JIEHUSI HECAHKIIMOHUPOBAHHOTO JOCTyINa W (WJIM) BO3JICUCTBUSI HA NMEPCOHAIbHbBIC
JIaHHBIE UJIM PECYPChl HHPOPMALITMOHHOW CUCTEMBI TEPCOHATIbHBIX JTAHHBIX.

Bcnomorarte/ibHble TEXHUYECKHE CPEICTBA U CUCTEMbI — TEXHUYECKHE
CpE/CTBAa U CUCTEMbI, HE MPEIHA3HAUYCHHBIE /ISl TIEpeiauu, 0OpadOTKU U XpaHEHUs!
NEPCOHAIBHBIX JAHHBIX, YCTAHABJIMBAEMBIE COBMECTHO C TEXHHUYECKUMHU CPEJICT-
BaMM U CUCTEMaMHM, MpEeAHA3ZHAYEHHBIMU 11 00paOOTKH MEPCOHAIBHBIX JIAHHBIX
WM B TIOMEILICHUSIX, B KOTOPBIX YCTAHOBJIEHbI MH(MOPMAIMOHHBIE CUCTEMBI MEPCO-
HaJIbHBIX JIAHHBIX.

JocTtyn B ONEpPallMOHHYK cpeay KommbioTepa (MHGOPMALMOHHOU
CUCTEMbl MEPCOHAJbHBIX JAAHHBIX) — IOJYYEHHE BO3MOXKHOCTM 3alyCKa Ha
BBIMOJIHEHUE IITATHBIX KOMaHJ, (QYHKUUH, MpOLEAyp OINEPAlMOHHOW CHCTEMBbI
(YHUUTOXKEHUSI, KONMUPOBAHUS, TNEPEMEIIEHUsI U T..), HUCHOJHAEMbIX (hailioB
NPUKJIAHBIX [IPOTPAMM.

Hoctyn Kk uHGOpMAUMHM — BO3MOXKHOCTh MOyYeHHUs: UH(OpMAIIUK U €€ UC-
[10JIb30BAHUSI.

3aKk/a104HOe YCTPOMCTBO — JIEMEHT CPEJICTBA CheMa MH(OPMALIUK, CKPHITHO
BHEJIPSEMbI  (3aKJIA/IbIBAEMbIi  WJIM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uH(opmalu (B TOM YHCIIE B OTPXICHUE, KOHCTPYKIIMIO, 000pYyI0BaHKE, MPEIMEThI
UHTEPbEPA, TPAHCIOPTHBIE CPEICTBA, A TAKKE B TEXHUUYECKUE CPEACTBA U CUCTEMBbI
00paboTku UHGOPMALIUN).

3ammmaemasi uHgpopmauus — uHboOpMaLYsl, SBISIIOIIASCS MPEIMETOM COO-
CTBEHHOCTM U TMOJyIEXKAIlasl 3allUTe B COOTBETCTBUM C TPEOOBAHUSIMU IPABOBBIX
JIOKYMEHTOB WJIU TPEOOBAHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM UH(DOpMALIUH.

Nnentuduxkanusa — npucBoeHUe cyObeKTaM M OObEKTaM JOCTyIa WJACHTH-
¢ukaropa U (WIM) CPaBHEHUE NPEABSIBISIEMOrO HICHTUPHUKATOPA C MEPEUHEM

PUCBOCHHBIX UJICHTU(PUKATOPOB.



NudopMaTUBHBIA CUTHAJI — DJIEKTPUYECKHE CUTHAJIBI, aKyCTUYECKHUE, DJICK-
TPOMAarHUTHbIE W JPYyTUe (PU3MUECKUE TOJIS, MO MapaMeTpaM KOTOPbIX MOXKET ObITh
packpbITa KoH(MUACHIMaIbHAs HHhOopMaLus (IepCOHAIbHBIC JaHHBIE) 00padaThiBacMast
B UH(OPMALIMOHHOM CHCTEME MEPCOHANTBHBIX JTAHHBIX.

NudopmanuoHHble TEXHOJOTMU — MPOLIECCHI, METO/IbI TIOMCKa, cOopa, xpa-
HEHUs, OOpabOTKH, MPEIOCTABICHHS, PACIpPOCTpaHEeHHUss HHMOpPMALMKM W CHOCOObI
OCYILECTBJICHUS] TAKUX MPOLIECCOB U METOJIOB.

NudopmauuonHast cucrema mnepcoHajbHbiX AaHHbIXx (UCIIAH) -
COBOKYMHOCTb COJIEpKAIIMXCSl B 0a3ax JaHHBIX [EPCOHAIBHBIX JAHHBIX WU
o0ecreunBaroImX UX 00padOTKy MH(POPMALMOHHBIX TEXHOJIOTMH U TEXHUYECKUX
CPEICTB.

HUcnonb3oBaHUEe MEPCOHANBHBLIX JAaHHBLIX — JEHCTBUS (omepauuu) cC
NEPCOHAIBHBIMU JIAHHBIMM, COBEPIIAEMBIE ONEPATOPOM B LEJISAX HPUHSATHUS
pEIIEHU WM COBEPILUCHUSI HHBIX JECHUCTBUU, MMOPOXKIAAOMIMUX HOPUIAYECKUE
MOCJIC/ICTBUS B OTHOUIEHWU CYOBEKTa MEPCOHANBHBIX JAHHBIX WU JIPYTUX JIUIL
a100 MHBIM 00pa30OM 3aTparuBarOLIMX MpaBa U CBOOOJIbI CYObEKTa MEPCOHATBHBIX
JAQHHBIX WK JIPYTUX JIUILL.

HcTounuk yrpo3sl 6e3onacHocTu uHGopMauuu — CyObeKT JOCTYyIa, Mare-
pUATbHBIA OOBEKT WK (DU3MUYECKOE SIBJICHUE, SIBJISIOIIMECS MPUUMHONW BOSHUKHOBEHUS
yIrpo3bl 0€30MaCHOCTH MH(OPMALUH.

KouTpoaupyemasi 30Ha — NpOCTPAHCTBO (TEPPUTOPHUSL, 31AHUE, YACTh 3AHUS,
MOMEUIEHUE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIUPYEMOE IMPeObIBAaHUE MOCTOPOHHUX
JIMLI, @ TAKKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTepUalTbHBIX CPEJICTB.

KoHnduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — 00s3aTesbHOE ISt
COOJIO/IEHHST OTIEPATOPOM WJIM MHBIM TMOTYUMBIIMM JIOCTYI K MEPCOHATIBHBIM JaHHBIM
JULIOM TpeOOBAaHME HE JIOMYCKATh MX pacnpocTpaHeHue Oe3 comiacus CcyObekTa

INCPCOHAJIbHBIX TAHHbIX WJIN HAJIMYKA HHOTI'O 3aKOHHOI'O OCHOBAHMS.



Me:xceTeBOi IKPaH — JIOKUILHOE (OJJHOKOMIIOHEHTHOE) WK (YHKIIMOHAIBLHO-
pacrpeiesieHHOEe MpOrpaMMHOE  (TIPOrpaMMHO-AIIAPATHOE) CPEICTBO  (KOMILIEKC),
peanu3yoIee KOHTPOJIb 32 MH(MOpMalIUei, MOCTYAOIICH B MHPOPMAIIMOHHYIO CUCTEMY
NEPCOHAIILHBIX JJAHHBIX U (MJI1) BBIXOJISIIEH 13 MHPOPMALIMOHHOM CUCTEMBI.

Hapymurtesb 6e30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — (U3UYECKOE JIULIO,
CITYYaifHO WJTK MPETHAMEPEHHO COBEPIIAIOIIEE ACHCTBUS, CIIEICTBUEM KOTOPBIX SIBJISIETCS
HapylIeHre O€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU MX 00pabOTKE TEXHUUYECKUMU
CpelcTBaMU B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHATLHBIX TAHHbIX.

HeaBToMaTu3upoBaHHasi 00pad0TKa MEPCOHAJbHbIX JAHHBIX —
00paboTKa MepcoOHANbHBIX JTAHHBIX, COACPKAUIMXCSI B MHPOPMALIMOHHON cUCTEME
NEPCOHAIBHBIX JAHHBIX JMOO W3BJICYEHHBIX M3 TAKOW CHCTEMBI, CUUTAETCS
OCYLIECTBJIEHHOM 0e3 UCIOJIb30BAHUS CpEIICTB aBTOMATHU3aLIUU
(HEaBTOMATU3UPOBAHHOM ), €CJIM TaKUE JEUCTBUS C MEPCOHATIbHBIMU JIAHHBIMU, KaK
UCII0JIb30BAHUE, YTOYHEHHUE, PACHPOCTPAHEHUE, YHUUTOXKEHUE MEPCOHAIbHBIX
JQHHBIX B OTHOIICHUM KaXIOTO0 U3 CYOBEKTOB MEPCOHAIbHBIX JIAHHBIX,
OCYLIECTBJISIFOTCS IPU HENOCPEICTBEHHOM YYACTUH YEJIOBEKA.

HeneksapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIbHbBIE BO3MOXHOCTH
CPEICTB BBIYMCIMTEIBHON TEXHUKHM, HE OINMCAHHBIE WM HE COOTBETCTBYIOLIME
OIMCAHHBIM B JIOKYMEHTALMH, NIPYA UCIOJIb30BAHUM KOTOPBIX BO3MOXKHO HApyLICHUE
KOH(PUJICHIIMAIBHOCTH, JIOCTYIIHOCTH WM IIEJIOCTHOCTH 00pabaThiBaeMON  HH-
dhopmanuu.

HecaHKUMOHUPOBaHHBbIN A0CTYN (HECAHKUMOHUPOBAHHbIE 1eMCTBUS) —
J0CTyNl K MH(GOPMAUMKA WM ACHCTBUSI ¢ MH(pOpPMALMEH, HapylIAlOIIMe NMpaBuia pa3-
IPAaHUYEHUS] JOCTYNlA C MCIIOJBb30BAaHUEM INTATHBIX CPENCTB, MPEIOCTABISEMBIX
UH(GOPMAIIMOHHBIMUA CUCTEMAMHU NEPCOHANIBHBIX IAHHBIX.

Hocurtear undopmaunu — QU3MYECKOE JIMIIO WM MaTepUaIbHbI OOBEKT, B

TOM 4mciie (PU3MYECKOE MOoJie, B KOTOPOM MH(MOPMAIIMsl HAXOIUT CBOE OTPAKEHKE B BUIC



CHMBOJIOB, 00Pa30B, CUTHAIOB, TEXHUYECKUX PELICHUI U MPOLIECCOB, KOJMYECTBEHHBIX
XAPAKTEPUCTUK (HU3UUECKUX BEIIMUHH.

O06e3uyuBaHNE MEPCOHAJBbHBIX [AHHBIX — JEHCTBUS, B pe3yJjbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUS JIOMOJHUTEIHHOM
uHGOPMAIMK OTIPEACIIUTD MPUHAIJICKHOCTh IEPCOHATIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHANBHBIX JTAHHBIX.

O6pabGoTka nepcoHAJBLHBIX JaHHBIX — JII000€ JeicTBUE (omepalus) Uiu
COBOKYMHOCTb JICUCTBU (omepalinii), COBEpIIAEMbIX ¢ MCIOJb30BAHUEM CPEJICTB
aBTOMATU3allUM WM 0€3 MCMOJb30BAHUSI TaKUX CPEICTB C MEPCOHATbHBIMU
JAQHHBIMM, BKJIHOYas cOOp, 3amuch, CUCTEMATU3AlMIO, HAKOIUJICHUE, XpaHEHUE,
yTOUHEHHE (OOHOBJIEHUE, U3MEHEHUE), M3BJIECUEHHUE, UCIOJb30BaHUE, MEepenady
(pacnpocTpaHeHue, MpeaoCTaBlIeHUEe, JO0CTYIl), O0e3InuuBaHue, OJIOKUPOBAHUE,
yAaJIeHUEe, YHUUTOKEHUE TIEPCOHATBHBIX TaHHBIX.

OO0menocTynHble NMepcoHa/IbHbIE JaHHbIE — MEPCOHAIbHBIE JaHHBIE,
JOCTYN HEOTPAaHUYEHHOTO Kpyra JHIl K KOTOPBIM TMPEAOCTABICH C COIJacHs
CyOBbeKTa TMEepCOHAIbHBIX JIAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUM C
dbenepaqbHbIMA  3aKOHAMU HE paclpocTpaHseTcss TpeOoBaHUE COOJOICHUS
KOH()UICHIUATIbHOCTH.

Onepatop (MepcoHAJbHBIX JAHHBIX) — TOCYJApPCTBEHHBIH Opra,
MYHHUITUTIANBHBIA OpraH, IOPUANYECKOe W (DU3UIECKOE JIUIIO, CAMOCTOSATEIHLHO
WM COBMECTHO C JPYTMMHU JIMIIAMU OPraHU3yOIIKME W (KUu) OCYIIECTBIISIIOIINE
00pabOTKy MEepCOHAJBHBIX JAHHBIX, a TAKXKE OINpEIE/SIoIMe 1eau 00padoTKu
NEPCOHATBHBIX JTAHHBIX, COCTaB MMEPCOHABHBIX JaHHBIX, MOJJISKAMNUX 00padoTKe,
JeicTBUS (Oomepalun), COBEPIIIAEMbIE C MEPCOHATBHBIMU JIAHHBIMHU.

Texnuueckue cpeacTtBa HMHPOPMALUMOHHOM CHCTEMbI MMEPCOHAJIbHbIX
JAHHBIX — CPEJCTBA BBIYMCIUTEIBHONW TEXHUKH, MH(GOPMAIIMOHHO-BBIUUCIUTEIHHBIC
KOMILJIEKCBI U CETH, CPEZCTBA U CUCTEMBI Niepeau, npuema u oopadotku [1/1H (cpencrea

N CHUCTCMbI 3BYKO3AIIMCH, 3BYKOYCWJICHUS, 3BYKOBOCIPOU3BCIACHMSA, IICPCIOBOPHLIC H



TEJIEBU3UOHHBIE YCTPOICTBA, CPEICTBA M3TOTOBIIEHUS, TUPAKUPOBAHUSI TOKYMEHTOB U
Jpyrre TEXHUUECKUE CPEICTBA 00pabOTKU peueBOM, rpadruyuecKoi, BUJIEO- U OYKBEHHO-
1dpoBoit nHMOpMaIKK), IPOrPaMMHbBIE CPEJICTBA (ONEPAIIMOHHBIE CUCTEMbI, CUCTEMbI
yrpaBiieHus 0a3aMu JIJAHHBIX U T.I1.), CPEJCTBA 3alUThl UH(DOpMALIMKU, IPUMEHSIEMbIEC B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBaTt (MHpopmMaumu) — HENMpPaBOMEPHOE MOJIydeHHE WHGPOpPMAIUU C
UCIOJIb30BAHUEM TEXHUYECKOIO CPEJACTBA, OCYIIECTBISIONIEr0 OOHApyXEHUE,
npueM 1 00padboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble TaHHBbIE — Ji00as MHPOpPMALUS, OTHOCSIIAACS K TMPSIMO
WIM KOCBEHHO ONPENEIECHHOMY WIH ONPEAEISIEMOMY (U3HUYECKOMY JIMILY
(CyOBEKTY MEPCOHATBbHBIX JAHHBIX);

Ilo6ouHBIE  FJIEKTPOMATHUTHBIE  M3JIy4eHUS] W HABOAKH  —
AJIEKTPOMArHUTHBIE M3Iy4YEHUS TEXHUUECKUX CPEACTB O0pabOTKM 3allMIaeMOn
MHGOpMAILIMKM, BO3HHUKAIOIIME KaK MOOOYHOE  SBJICEHUE U  BbI3BAHHBIE
AIEKTPUYECKUMHU CUTHAJIAMU, IEHCTBYIOIMMH B UX DJICKTPUYECKUX U MAarHUTHBIX
LEMNsSX, a TAKXKE DJIEKTPOMArHUTHBIE HABOJAKHU 3TUX CUTHAJIOB HA TOKOIPOBOJISIIIUE
JIMHUM, KOHCTPYKIMU U LIETIH MUTAHUSL.

IonuTUKa  «YMCTOrO  C€TOJIA» —  KOMIUIEKC  OpraHu3aIl[MOHHBIX
MEpPOIPUATUNA, KOHTPOJUPYIOIIMX OTCYTCTBHE 3alMChbIBaHUS Ha OyMaXKHbIE
HOCHUTENM Ktoueld W aTpulOyToB nocTyna (rapoJieid) M XpaHEHUsT WX BOJIM3H
00BEKTOB JIOCTYTIA.

[Moab3oBaTesb MHPOPMALMOHHOU CHCTEMbI MEPCOHAJbHBLIX JAHHBIX —
JUI0, YydacTBylomee B (QYHKIMOHUPOBAHWM HWH(GOPMAIMOHHON  CHCTEMBI
HNEPCOHATIBHBIX IAHHBIX WJIM UCTIOJIb3YIOUIEE PE3YJIbTAThI €€ PYHKIMOHUPOBAHHUS.

IIpaBusa pa3rpaHuyeHusi 10CTyNa — COBOKYIHOCTb MPaBUJI, PErJIAMEHTHU-
pYIOILIKX MpaBa J0CTyna CyObeKTOB JOCTyIa K 00bEKTaM JOCTyTa.

IIporpammuas 3aKkjaaKka — KoJj IpOrpaMMbl, IPEeTHAMEPEHHO BHECEHHbIN B

nmporpaMmy C OCJIbIO OCYIICCTBHUTL YTCUKY, H3MCHUTD, 6J'IOKI/IpOBaTI), YHHUYTOXHTD
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UH(OpMALIMIO WM YHUUYTOXHUTh U MOAUGMUIIMPOBATH MPOrpaMMHOE 00eCIeUeHHE
MH(OPMALIMOHHON CHCTEMbI NEPCOHAIBHBIX JAaHHBIX M (MJIM) OJOKMpPOBATH arma-
paTHbIE CPEACTBA.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4YecKoe)  BO3JeHCTBUHE  —
HECAaHKLIMOHMPOBAHHOE  BO3JEHCTBHE HA  PECYpPChl  ABTOMATU3UPOBAHHOM
MH(GOPMAIIMOHHONH CHCTEMBbI, OCYUIECTBIISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrPaAMM.

PackpbiTHe NepCOHATBHBIX AAHHBIX — YMBIIUIEHHOE WJIM CIly4alHOE
HapyleHUue KOH(GUIEHIMATLHOCTH EPCOHAIbHBIX IAHHbIX.

PacnpocTpaHeHHe nepcoHAJbHBIX JAHHBIX — JCHCTBUS, HANPABICHHBIE
Ha PACKPBITUE NEPCOHATIBHBIX JAHHBIX HEONPEIEICHHOMY KpPYTY JIMIL.

Pecypc nH(popMaLIUOHHOI CHUCTEMbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
IPUKIIAHOTO WU anmapaTHoro o0ecreyeHust (YyHKUHMOHUPOBAHUS
MH(OPMAILIMOHHOMN CUCTEMBI.

CneuuajibHble KaTerOpuM MepPCOHAJbHBIX JAHHBIX — MEPCOHAIbHbBIE
JIaHHBIE, KaCarOLMECs] PACOBOW, HAIMOHAIBHOW NMPUHAIE)KHOCTH, TOJUTUYECKUAX
B3IJISIZIOB, PEJMTHO3HBIX WK (QUI0COPCKUX YOk AEHUH, COCTOSTHUSL 3I0POBbS U
UHTUMHOM KU3HU CyOBEKTA EPCOHAIBHBIX TaHHBIX.

CpeacTrBa BbIYMCJIMTENbHOH TEXHMKH — COBOKYIHOCTH IPOIPAMMHBIX W
TEXHUYECKUX DIIEMEHTOB CUCTEM OOpabOTKM JIAHHBIX, CHOCOOHBIX (DYHKIMOHMPOBATH
CaMOCTOSTEJbHO WK B COCTABE JPYTUX CUCTEM.

CyObekT aoctyna (cy0ObeKT) — JIMIO WM MPOLIECC, JEHUCTBUSI KOTOPOIO per-
JAMEHTUPYIOTCS MPABUJIAMU pa3rpaHUyuEHUs TOCTYIIA.

TexHnuyeckuil KaHaJ yTe4KH UH(GOPMALMU — COBOKYITHOCTb HOCUTEIIS MH-
dopmatiiu  (cpeactBa  00pabOTKH), (PU3MYECKOM Cpeapl pacnpocTpaHeHus: HHOOpP-
MaTHMBHOI'O CUTHAJIA U CPEJICTB, KOTOPBIMH J00BIBAETCA 3allMIaeMas MH(popManus.

TpancrpanuyHasi mnepejada MNEpPCOHAJbHBIX JAaHHBIX — Iepenaya

NEPCOHAIBHBIX JITAHHBIX  ONEpaTopoM 4Yepe3 [ oCyIapCTBEHHYIO TpaHUILy
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Poccuiickoit  ®exepaumu  OpraHy  BJACTH  HMHOCTPAHHOIO  TOCYAApCTBa,
(pM3UUECKOMY WJIU FOPUAMYECKOMY JIMILY HHOCTPAHHOIO FOCY1apCTBa.

Yrpo3bl 6€3011aCHOCTH NEPCOHATBbHBIX JAHHBIX — COBOKYITHOCTb YCJIOBHI U
(baKTOpOB, CO3JAOIIMX OMACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHUCJIE CITy4YaidHOIO,
JIOCTYTIA K NMEPCOHATIBHBIM JaHHBIM, PE3YJIETATOM KOTOPOrO MOXKET CTaTh YHUUYTOKEHHUE,
U3MEHEHHUE, OJIOKMPOBAHKE, KOMTMPOBAHUE, PACTIPOCTPAHEHUE MIEPCOHATBHBIX JTAHHBIX, a
TAK)KE MHBIX HECAHKLIMOHUPOBAHHBIX IEMCTBUI NpU MX 00pabOTKe B MH(DOPMAUMOHHOM
CHCTEME NEPCOHAIBHBIX JTAHHBIX.

YHUUTOXKeHHEe TMePCOHAJNbHbIX [JAaHHbIX — JCHCTBUS, B pE3YyJIbTATE
KOTOPBIX CTAaHOBHUTCSI HEBO3MOYKHBIM BOCCTAHOBUTH COJAEPKAHUE INMEPCOHAIBHBIX
JAQHHBIX B MH(POPMALMOHHON CHUCTEME NEPCOHAIBHBIX JAHHBIX W (WJIM) B
pe3yibTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTEpHAbHBIE HOCHUTEIU MEPCOHATBHBIX
JAHHBIX.

Yr1euka (3ammmaemMoil) uHGpopMalUU MO TEXHUYECKHUM KaHajJaM —
HEKOHTPOJIMPYEMOE paclpOCTPaHEHUE UH(POPMALIMK OT HOCUTENIS 3allUIaeMoi HMOp-
MalK yepe3 (U3MYECKYIO Cpely JI0 TEXHUYECKOIO CpEJICTBA, OCYLUECTBISIOLIETO
nepexsaTt HHpopMaIuu.

Ys3BUMOCTB — C1a00CTh B CPENICTBAX 3AUIUTHL, KOTOPYIO MOXKHO HCIIOJIB30BATh
JUIS1 HAPYIIIEHUSI CUCTEMbI WM COJICPIKAILIEICsl B Hel MHpOpMaIInK.

IesocTHOCTH MH(pOPMALIMM — CIIOCOOHOCTH CPEJICTBA BBIUMCIUTEIBHON TEX-
HHWKH WJIM aBTOMATU3UPOBAHHOM CUCTEMBI 00ECTIEUMBATH HEU3MEHHOCTh UH(OPMALIMKY B

YCJIOBUSIX CITyHaifHOTO W/WJIM MPEAHAMEPEHHOTO UCKKEHUS (Pa3pyLLIEHUs ).
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OBO3HAYEHUSA U COKPALLIEHUA

ABC — aHTUBUpPYCHBIE CPENICTBA

APM — aBTOMaTU31pOBaHHOE paboyee MECTO

BTCC — BcnoMoraTenbHble TEXHUUECKUE CPENICTBA U CUCTEMBI
NCII/IH — nadopmaliioHHas cUCTeMa NMEPCOHATIBHBIX IAHHBIX
Wb — nHpopmanroHHast 6e30nacHOCTb

K3 — koHTpOMpyemas 30Ha

JIBC — nokaJibHast BEIYMCIIUTEIBHAS CETh

MD — MexceTeBoii FKpaH

HC/I — HeCaHKLIMOHUPOBAHHBII JOCTYTT

OC — onepanioHHas cucrema

[T/IH — nepcoHaNbHBIE TaHHBIE

[IMB — nporpaMMHO-MaTreMaTnyecKoe BO3ICHCTBUE

[1O — nporpamMmmHOe obecrneueHre

[IDMUH — no6GoyHbIe 371€KTPOMarHUTHBIE U3TyYeHHs ¥ HABOJIKU
CA3 — cucrema aHanu3sa 3alIMIIEHHOCTH

C3U — cpeacTra 3amuThl UHGOpMaLIUU

C3I1/In — cuctemMa (rmoacucreMa) 3aulUThl IEPCOHABHBIX JaHHBIX
COB - cucrema oOHapyKEHUSI BTOPKEHU

TKYU — texHuueckre KaHaibl yTeUKu MHGOpPMAIIIH

VBII/IH — yrpo3bl 6€30MacHOCTH NEPCOHAIBHBIX JAHHBIX
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BBEJEHUE

Hacrosimee [lonoxxenue uHpopmanrionHoi 0esomnacHoctu B OO0 «KL]
«KnuHuuucer  maroc»  gBisieTcs  OPUIMAIbHBIM — JOKYMEHTOM, B KOTOPOM
ofpeziesieHa CUCTEMA B3IUISJ0B Ha o0ecrieueHrue HHPOPMAIMOHHON 0€30MacHOCTH
000 «KJIL[ «KIMHHIKCT TIHOCY.

Heobxoaumocts pa3zpadbotku [lonoxxenusi o0yciioBiI€Ha CTPEMUTEIbHBIM
pacuivpeHueM chepbl MPUMEHEHUs HOBEHIIMX MH(GOPMAIIMOHHBIX TEXHOJOTUN U
npoueccoB B OO0 «K/I «Knuuuuuer miatoc», npu oOpaboTke HUHGOpMALMH
BOOOIIIE, U MEPCOHATIbHBIX JAHHBIX B YACTHOCTH.

Hacrosmee [lonoxxeHue onpenensieT OCHOBHBIE LIEIA W 3a7ayM, a TaKXKE
OOIIlyI0 CTpPaTErut0 IMOCTPOCHUSI CUCTEMbl 3alUTHI TMEPCOHAIBHBIX JIAHHBIX
(C3I11n) OO0 «KI «Knuauuucr maroc». IlonoxeHue onpeaenser OCHOBHbBIC
TpeboBaHUsl U OA30BbIEC MOAXObI K UX pealn3aluu, sl TOCTUKEHUST TpeOyeMOoro
YPOBHsI 0€30MaCHOCTH UH(pOPMALUH.

[Tonoxenue pa3paboTaHO B COOTBETCTBUM C  CUCTEMHBIM MOJIXOJOM K
obecrnieueHuto  uHoOpMalMOHHOW  Oe3onmacHocTU.  CHUCTEMHBIM  MOAXOM
OpEANOJIAraeT  MNPOBEACHUE  KOMIUIEKCA ~ MEPONPUSTUN,  BKIIOYAIOLIKUX
UCClieIoBaHrEe Yrpo3 MHGOPMAIIMOHHONH 0€30MacHOCTH UM pa3pabOTKy CUCTEMBI
3ammmThl  [I/IH, ¢ NO3MUMM KOMIUIEKCHOIO TIPUMEHEHHS TEXHUYECKUX U
OpraHU3alMOHHBIX MEP U CPENICTB 3AILHUTHI.

[Ton uHdopmanuroHHoi 6e3onacHocThio [1J[H MOHMMAaETCsl 3alUIIEHHOCTh
NEPCOHATBHBIX JAHHBIX M oOpadarkIBatoOlleld MX MHEOPACTPYKTYpE OT JIHOOBIX
ClyyallHbIX WJIM 3JIOHAMEPEHHBIX BO3JCUCTBUH, PE3yJIbTATOM KOTOPHIX MOXET
SIBUTbCSI HaHeceHWe yuiepda camoi uHpopmanuu, ee BhajeiabluaM (cyObekTam
[1/11) nnu uadpacTpykrype. 3agaun HHGOPMAIMOHHON 0€30MacHOCTH CBOJSTCS K
MUHUMU3AIMKU yiepOa OT BO3MOXKHOW peanu3aiuu yrpo3 6esomnacHoctu [1/1H, a

TAKKC K IMPOTHO3UPOBAHUTIO U ITPECAOTBPALIICHUIO TAKUX BO3JICHUCTBUM.
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[TonoxxeHue CIIYy)KUT  OCHOBOM 1  pa3paboOTKu KOMILIIEKCa
OpraHU3alMOHHBIX M TEXHUYECKUX MEpP MO OOECHEeUEHUIO HHPOPMAIIMOHHOM
oeszonacHoctu OO0 «KJI[ «KnuHUIUMCT 1I0c», a Takke HOPMATUBHBIX H
METOJAMYECKUX JIOKYMEHTOM, OO€CHEUYMBAIOIIMX €€ peaju3aluio, U He
npearnoiaraet moAMEHbl PyHKIMI rocy1apCTBEHHBIX OPraHoB BiacTh Poccuiickoii
®denepanuy, OTBEUAOIIMX 3a o0ecrneuyeHre O0e30MacHOCTH MH(OPMALMOHHBIX
TEXHOJIOTUH U 3a1UTy UHGOPMALUU.

[Tonoxenue ABISIETCS METOAOJIOTUYECKONH OCHOBOM JJISL:

®* (opmupoBaHMsT M TOPOBENCHUS E€IUHOM MOJUTHUKKM B 00JacTH

ob6ecneuenus: 6ezonacHoct OO0 «KJII «KIMHULIKUCT TIHOCY;

® [PUHATUS YIpPaBIEHUYECKUX PEIICHHH W pa3pabOTKU MPaKTHUYECKUX
Mep MO BOIUIOIICHWIO MOJUTHKU Oe3omacHoctd II/[H u BeIpaboTKH
KOMILIEKCA COIJIACOBAHHBIX Mep HOPMAaTHUBHO-IIPABOBOTO,
TEXHOJIOTMYECKOTO M  OPraHU3alMOHHO-TEXHUYECKOrO0 XapakTepa,
HANpaBJICHHBIX HA  BBISIBJICHUE, OTPAXXECHUE U JIMKBHUAALIMIO

MOCJIEACTBUI peann3alnu pa3inuHbiX BUI0B yrpo3 [1/1H;

® KOOpAMHALMM JEITEIIBHOCTU CTPYKTYpHbIX mnonpasaenenuii OO0
«KIL «KIMHUIUCT MI0C» NP MPOBEACHUU padOT MO pa3BUTHIO U
skcrryarauuu MCIT/IH ¢ coOmonennem TpeOoBaHMil oOecrieueHus

oe3onacHoctu I1]1H;

® pa3paboOTKK TMpPEIOKEHUH 10 COBEPIICHCTBOBAHUIO IPABOBOTO,

HOPMATUBHOI'0, METOJMYECKOT0, TEXHUYECKOT0 U OpraHu3alioOHHOIO

obecneuenunss Oe3omacuoctu  IIJlTu B HCIIIan OOO «KJLI
«KITMHULIMCT TTIOCH.

IIpaBoBoif 06a3zoli ang pa3padOTKM HACTOSIIErO TOJIOKEHHUS  CIy>KaT

TpeboBaHMsl JeHCTBYIOmMUX B PoccuM 3aKOHOIATEIBHBIX M HOPMATUBHBIX

JIOKYMEHTOB 110 00€CreYeHUI0 0€30NaCHOCTHU NepCcoHaNbHbIX JaHHbIX (I1/]H).
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O01mue noJ1oKeHus

C3I1x1 npencraBisieT co0Oil COBOKYMHOCTb OpPraHWU3allMOHHBIX W TEX-
HUYECKUX MeponpusitTuid 1uist 3amuthl [1J]IH oT HEmpaBOMEpHOTo UM CITy4aiiHOTO
J0CTyNa K HUM, YHUUYTOXEHHs, U3MEHEHUs], OJOKHUPOBAHUS, KOMUPOBAHUS, pac-
npoctpanenus [1/[H, a Takke MHBIX HEMPABOMEPHBIX JCHCTBUI C HUMMU.

be3onacHOCTh MEpCOHANBHBIX JAHHBIX JOCTUTAETCS MYTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE€ CIy4ailHOro, JOCTyNna K NEPCOHAJIbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOrO MOXET CTaTh YHUYTOXEHUE, H3MEHEHUE,
0JIOKMPOBAaHUE, KOTUPOBAHUE, PACTIPOCTPAHEHUE MEPCOHATBHBIX JaHHbBIX, a TAKXKE
MHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBUIA.

Ctpykrypa, cOCTaB U  OCHOBHble  (DYHKIMH  TEXHUYECKUX U
opraHu3auroHHbeX MeponpustThuii C3II[IH omnpenenstorcs HMCX0As U3  yPOBHS
samuineHHoct  (kiacca) MCII/IH, yCTaHOBJIEHHOIO B COOTBETCTBUU C
TpedoBanusimu Ilocranosnenus IlpaButenscrBa Poccuiickoit ®@enepanu Ne 1119
or 1 Hos0pst 2012 r. «O0 yTBEpXKJI€HUM TPEOOBAHUU K 3alIUTE MEPCOHABbHBIX
JaHHBIX MpU MX O00pabOTKe B HH(MOPMAUMOHHBIX CHCTEMAX MEPCOHATBHBIX
nanubix», npukaza ®CTOK  Poccum Ne 17 ot 11 despans 2013 r. «O06
yTBEpxKAeHUH TpeboBaHMil o0 3amure MHPOPMALUMH, HE COCTABJISIOLIMX
roCyapCTBEHHYIO TaliHy, COJAEPKALMXCS B FOCYIaPCTBEHHBIX MH()OPMALMOHHBIX
cuctemax», mnpukaza ®CTIK Poccum No 21 or 18 depans 2013 r. «O6
yTBepxkaeHun CocTaBa U COAEP)KaHUSI OPraHU3alMOHHBIX U TEXHUYECKUX MEP [0
o0OecreyeHnto 0€30NMacHOCTH IEePCOHANBHBIX JAaHHBIX MpU HX 00pabOTKe B
MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHAIIbHBIX JAHHBIX», a TAKKE B COOTBETCTBUU C
TpeboBanusimu [locranosnenust IlpaButenscrBa Poccuiickoit @enepaunn No 687
«O0 ytBepxaeHun Ilonoxenus o0 0COOEHHOCTSX O0OpPaOOTKU IMEPCOHAIBHBIX
JAHHBIX, OCYILECTBIsIEMON 0€3 MCMOoIb30BaHusl cpeacTB aBromaTuzauun». C3I1J1xn
BKJIIOYAET OpPraHU3allMOHHBIE MEPbl M TEXHUYECKHE CpPEJCTBA  3aLLUTHI

uHbopmal (B TOM uucie mudpoBaibHble (Kpuntorpaduyeckue) CpeacTBa,
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NpeloTBpAllCHUs]  HECAaHKIMOHMPOBAHHOIO  JIOCTyMa,  YTEUKH

UH(pOPMAIMK 110 TEXHUYECKUM KaHaJlaM, IPOrPAMMHO-TEXHUYECKUX BO3JIEHCTBUM

HAa TexXHUYeckue cpeactBa obOpadotku I[IJ[H), a Takke uCHONb3yeMble B

UH(GOPMAIIMOHHOK cucTeME MH()OPMAMOHHBIE TEXHOJIOTUU.

OTH Mepbl PU3BaHbl 00ECTIEUNTD:

KOH(PUAEHIUATBHOCTh uH(bOopMaIIIH (3amura OT
HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHUS);

LEJIOCTHOCTh MH(POPMALMK (AKTYaJbHOCTh M HEMPOTUBOPEUYMBOCTH
uH(popMalu, €€  3alIMIIEHHOCTb OT  paspylleHHsT U
HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

JOCTYITHOCTh MH(OpManuu (BO3MOXKHOCTh 3a TPHUEMIIEMOE BpEMS

MOJIyYUTh TPEOyeMYH0 HHPOPMAIMOHHYIO YCIIYTY).

Cranuu coznanust C3I1/IH BKIIFOYAOT:

NpEANPOEKTHAs CTaAusl, BKIOUYAOIasi MPeapOEKTHOE 00CIE0BaAHUE
NUCITIH, pa3paboTKy TEXHMYECKOro (4aCTHOrO TEXHUYECKOIO)
3a/1aHKs Ha €€ CO3/1aHuE;

CTaJusl MPOEKTUPOBaHUA (pa3pabOTKK MPOEKTOB) U peATM3aALUU MEP
samuthl C3I1/1H;

cranust BBojga B aedcrBue C3II[JIH, BKiItOYarOmias OMNBITHYIO
DKCIUIyaTallMi0 U MPUEMO-CIATOYHBIE HUCIBITAHUSI CPEJACTB 3alllUThI
uHdopMaimu, a Takxke oueHky cootBerctBus C3II/IH TpeboBaHusIM

0e30macHOCTH MH(pOpMaLUK.

OpraHu3alMoOHHbIE MEpbI MPEYyCMATPUBAIOT CO3JIAHUE U MOJJIEP)KAHUE

npaBoBoil 0a3bl OezonacHocTd II/IH u pa3paboTky (BBEIEHHE B JIEHWCTBHE)

npenycMoTrpeHHblx  Ilonmutukoit  uHbopManmonHoit  6e3omacHoctn  MCIIIH

ClICAYOIX OPraHn3aliuOHHO-PpaACIIOPAAUTCIBHBIX JOKYMCHTOB!
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®* Jlman w™mepomnpustuii mno obOecrneueHuto 3amutbl [1JIlH mpu ux

oopabotke B UCII/H;
* [Inan meporpusiTuii Mo KOHTPOITIO obecneyeHus 3amuThl [1J1H;

* Jlopsimox pe3epBUpPOBAaHUST U BOCCTAHOBJIECHHUS PabOTOCIOCOOHOCTH

TC u 110, 6a3 nanueix u C3U;

® JlomxHoctHas wuHcTpykuusi anMmuuucrpatopa HMCIIJIn B wyactu

obecneuenust oezonacHoctu [0 nmpu nx odopadorke B UCI1/H;

* JlomkHOCTHAs MHCTPYKIMS aaMuHucTparopa 6ezonacnoctu MCIT/IH;

® JlosbkHocTHas UWHCTpykumsi mnoJsb3oBarenss WCIIJlH B yactu
obecneuenust 6ezonacHoctu [1JH npu nx odpadorke B UCI1/H;

® HWHcrpyKkuus Ha ciaydyaid BOBHUKHOBEHUSI BHEIITATHON CUTyalUu;

*  MHcTpyKIus 0 pa3MelleHH0, 000pyA0BaHUIO U OXPaHE OMEIIECHUIH,
1€ XPAHATCS NEPCOHAIBHBIE NAHHBIE, TI0 XPAHEHHUIO NEPCOHAIBHBIX
JAHHBIX HA OyMa)KHbIX HOCHUTEJISIX U MOPSIKY padOThl UCIOJHUTENEH

C ICPpCOHAJIbHBIMHA ITAHHBIMHA Ha 6YMa)KHI)IX HOCHUTCIJIAX I/IH(I)OpMaIII/II/I.

TexHuyeckre Mephl 3alUThl PEATU3YIOTCS MPU MOMOIIUA COOTBETCTBYIOIINX
IPOrpaMMHO-TEXHUYECKUX CPEJICTB U METO0B 3alUTHI.

[lepeueHb HEOOXOIMMBIX MEp 3alIUThl UHPOPMAIMK OMPEACIIeTCS IO
pesyiabTaraMm BHYTpeHHel mpoBepku ©Oe3zonacHoctd MCIIIan OO0 «KJILL

((KJ'II/IHI/IHI/ICT IIJIFOC».
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3agaum C3II1An

Ocnognoit 1ienbto C3I1/IH siBisieTcss MUHUMU3ALMS yiepOa OT BO3MOXKHOM

peanuzaiuu yrpo3 6esonacHoctu I1/]H.

Jlns noctuxkeHus: OCHOBHOM 1eau cucrtema Oe3omacHocTu I[IJ[H momxHa

oOecrnieurBaTh 3PPEKTUBHOE pELIEHUE CIAEAYIOIIUX 3a/1ay:

3alUTy OT BMewIarenbcTBa B npouece ¢pyHkunonupoanust MCITIx
MOCTOPOHHUX JIMI[ (BO3MOXKHOCTH HMcnoib3oBanust UCIIJIH u noctyn
K €€ pecypcaM JOJDKHBI MMETh TOJBKO 3apEerMCTPUPOBAHHBIE
YCTaHOBJICHHBIM NOPSJIKOM I10JIb30BATENN);

pasrpaHUYEHUE JOCTYINA 3apETrUCTPUPOBAHHBIX IMOJIB30BATENECH K
anmnapaTrHbIM, POrpaMMHBIM U uH(popmalmoHHbiM pecypcam MCIT/Ix
(BO3MOYKHOCTh JOCTYIIA TOJIBKO K TE€M pPECYpcaM U BBIOJIHEHUS
TOJIBKO T€X OIepauuii ¢ HUMHU, KOTOpPbIE HEOOXOAMMBI KOHKPETHBIM
nosib3oBaresisiMm - MCITJIH  [u1st  BBIIONHEHUS CBOMX — CIIY>KEOHBIX
00513aHHOCTEI), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOI'O JOCTYyMA:
k uadopmanuu, upkynupyromieit B UCITJIH;

cpeacTBam BeiuucauTeNbHOU TeXHUKU VCII/IH;

anmnapaTHbIM, HPOrpaMMHBIM M KPUNTOrpa@UUYECKUM CpeacTBaM
3aluThl, ucnoiabzyembiM B MUCIT]IH;

PETUCTpALIMIO  JEUCTBUU  NOJB30BATEICH IPU  UCIOJB30BAHUU
3ammmaembix  pecypcoB  MCIIJIH B CHUCTEMHBIX JKypHaJIaX WU
MEPUOJIMYECKUN KOHTPOJIb KOPPEKTHOCTU AECUCTBUM I0JIb30BATEIIEN
CHUCTEMBI IIyTEM aHAJIN3A COACPKUMOI0 ITUX KYPHAIIOB;

KOHTPOJIb  IEJIOCTHOCTH  (OOecrieyeHre HEU3MEHHOCTH)  Cpelbl
VCIIOJTHEHUS IPOTPAMM M €€ BOCCTAHOBJICHUE B CIIy4ae HAPYIICHHUS;
3alUTy OT HECAHKIIMOHUPOBAHHOW MOIU(DUKAIIMK W KOHTPOJb

uenoctHoct ucnosibdyembix B MCIIJIH mporpaMMHBIX CpeACTB, a
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TAKKE€ 3allUTy CUCTEMbl OT BHEAPEHUS HECAHKIMOHUPOBAHHBIX
pOrpamMm;

3amuTy I1JIH OT yTeukn 1o TeXHUYECKUM KaHajlaM npu ee 00paboTke,
XPaHEHUH U Nepeaye N0 KaHAIaM CBSI3H;

amuty [1JH, XpaHnumoii, oOpabaThiBaeMOW W mEepeAaBaeMoil Mo
KaHalaMm CBSI3W, OT HECAHKUMOHHMPOBAHHOIO pas3ryalleHus WU
HCKaXXEHUS,

00ECrieYeHUE JKMBYUECTH KPUNTOrpaUUYECKUX CPENCTB 3aLIUThI
uH(bOpMaIU TIPU KOMIIPOMETAMU YACTH KJIIFOUEBOU CUCTEMBI;
CBOEBPEMEHHOE BBISIBJIEHME MCTOYHUKOB yrpo3 Oe3omacHoctu [1/1H,
OPUYMH U YCJIOBHH, CIOCOOCTBYIOIIMX HAHECEHHIO ylepOa
cyobektam I1JIH, co3nanue MexaHM3Ma ONEpaTUBHOTO pearupoBaHUs
Ha yrpo3bl 0e3onacHocTH [1/]H 1 HEraTUBHbBIE TEHICHIINY;

CO3JaHUE YCIIOBUM JJIsI MUHUMM3ALUU U JIOKAIA3ALUA HAHOCUMOIO
yuiep0a HEMPaBOMEPHBIMU JICUCTBUSIMU (PUZUUECKUX U FOPUTUYECKUX
JuL, ociaabjieHue HEraTUBHOTO BIMSIHUS M JIMKBUJAUUS NTOCIIEICTBUN
HapyuieHus: oezonacHoctu [1]1H;

000pyJIOBaHUE M OXpaHA MOMEUIEHUH, FIE XPAHATCS MEPCOHAIbHbBIE
JIAHHBIE;

COOJIIOJIEHUE MOpsiKa XPAHEHUs TNEPCOHAIBHBIX JIAHHBIX Ha
OyMa)KHBIX HOCUTEJISX;

coOJIIOICHUE TOpSAKA XPAHEHUS KIOYEH OT TOMEUIEHUN rae
xpansites [1J[H Ha OyMakHBIX HOCUTEISIX;

coOJiroicHUe mopsiaKka padOThl MCHOJHUTENEH C MepCOHATbHBIMU

JAHHBIMU Ha OyMaKHBIX HOCUTEJSIX UHPOPMALIUH.
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O0BbeKTHI 3aIUTLI

IlepeueHb HHPOPMALIMOHHBIX CHCTEM
B 000 «KIIl «KauHUIMCT TUIHOC»  MPOM3BOJAUTCS  00paboTKa

NEPCOHATBHBIX JAHHBIX B MH(GOPMAIIMOHHON cucTeMe 00pabOTKH MEePCOHATbHBIX
nanubix (MCIT/In).
ITepeuenr MCII/IH onpenensieTcss B Ipolecce padOThl KOMUCCHH, MO

uToram paboT KOTopoit cocrapisieTcs akT kinaccudukanuu MCITH.

IlepeyeHb 00bEKTOB 3aUTHI
OOBeKkTamMu 3alIMThI SABJISIOTCS — MHMopMalus, oopadateiBaeMas B UCII/IH,

U TEXHUYECKHUE CpeAcTBa €€ o0paboTku W 3amuThbl. CHUCOK MEPCOHATBHBIX
JAHHBIX, MOJICKAIIKME 3alIUTE, OonpeaciieH B llepeyHe MEpPCOHABHBIX JIAHHBIX,
nojnexamux 3amute B MCITIH.
OOBEKTHI 3aIUTHI BKIIOYAOT:

*  OOpabatbiBacmasi uHbopmMaIus.

*  Texunonoruueckas uHbopmarus.

*  [IporpaMMHO-TEXHHYECKHE CPECTBA OOPAOOTKHU.

*  Cpencrsa 3amuTsl [1/]H.

*  Kanansl uHPOpMAIMOHHOTO OOMEHA U TEJIEKOMMYHUKALIVH.

* OObBeKTbl U TMOMEUICHUS, B KOTOPHIX Pa3MEIIEHbl KOMIOHEHTHI

WUCTITn.
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Knaccudukauus noas3osareseit UCII/In

ITonb3oBarenem NCIIIn SABJISETCS JM1O, y4acTBYIOILIIEE B
(GYHKIMOHUPOBAHUU WH(GOPMALMOHHONW CHUCTEMBI MEPCOHAIBHBIX JAHHBIX WU
UCIIOJIb3YIOIIee pe3ynbTarhl €€ (QyHkiuoHupoBanus. Iloab3oBarenem MCIIIH
spisietcs 000# corpyaHuk OO0 «KJIL « KIMHUIUCT MIH0C», UMEIOLIUKA 10CTYII
k WUCIIJIH u ee pecypcaM B COOTBETCTBMM C YCTAaHOBJICHHBIM TMOPSAKOM, B
COOTBETCTBHHU C €ro PYyHKIMOHAIbHBIMU O0SI3aHHOCTSIMHU.

[Tonws3zoBarenu UCIT/IH nensitcs Ha TpU OCHOBHBIE KATETOPUM:

AnMuHHUCTpaTOp MHOOPMAIIMOHHOW O€30MaCHOCTH.
Corpynuukun OOO «K/Ll «KauHUIUMCT [UIKOC», KOTOPBIE  3aHUMAIOTCS
HACTPOMKOW, BHEAPEHHMEM M  CONPOBOXKACHUEM  CHCTEM  O€30MaCHOCTH.
Anmunuctparop b obnanaeT ciaeayrommum ypoBHEM J0CTyA:
® oOsagaer mOJHON wuWHPOpPMAIME O CHUCTEMHOM U MPUKIAAHOM
nporpamMmMHom obecrnieuennu MCITJIH;
* oOnagaer mnojHOW wuHGOpPMALUE O TEXHUYECKUX CpeICTBaX U
koHpurypauuu UCII/IH;
® pMeeT JIOCTyll KO BCEM TEXHUYECKUM CpeAcTBaM 00padoTKu
unpopmanuu 1 nanabiM UCIIH;
®* He o0JjazaeT npaBaMu KOHMUIYpPUPOBAHUS M AJMUHUCTPATUBHOM
HacTpoiku texunueckux cpencts MCII/IH.

Anmvunuctparop UCII/IH.

Corpyanuku  OOO «KIL[ «KJIMHULKMCT TUIHOCY», KOTOPBIE 3aHUMAIOTCS
COIPOBOXAEHUEM TPOrPAMMHOT0 OOECTIeUEHUSI.
Anmunuctpatop UCIIJIH o6nanaeT cienyromuM YPOBHEM 0CTyTIa:
® oOsagaer uHpopmanueir 00 anropuTMax M nporpammax o0padoTKu

unpopmanuu Ha UCIT/1H;
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® o0nazaeT BO3MOXKHOCTSIMM BHECEHUS! OLIMOOK, HENEKJIapUPOBAHHBIX
BO3MOXHOCTEH, MPOrpaMMHBIX 3aKJIa/I0K, BPEJOHOCHBIX IPOrPAMM B
nporpammHoe obOecneuenne MCIIJIlH Ha cragum ee pa3zpaboTKu,
BHEJIPEHUS U COITPOBOKIEHUS;

® MOXET pacnojaratb JoObIMM (parMeHTamMu HUH(pOpPMALMK O
tonosiorud UCIIJIH n TexHuueckux cpencrsax oOpabOTKH U 3aIIUThI
IT]IH, oOpabarsiBaeMbix B MCII/IH;

* oOnazaer mnpaBaMM KOH(DUIYpUPOBAHHUS U  AJMUHUCTPATUBHOU
HacTpoiiku TexHuyeckux cpeacts MCIT/IH.

Oneparop UCIT/IH.

CoTpyHUKHA TIOApA3ACICHUN 000 «K/Il «KiuuHuouer — miroc»
yuacTtByromux B npouecce skcmtyataunn UCITIH. Oneparop UCIT/IH oOnanaer
CJIElyIOLIMM YPOBHEM JIOCTYIIA:

® o0JsiagaeT BceMU HEOOXOAMMBIMU aTpuOyTaMu (Hampumep, napoJem),
00€CIeUnBAOIIMMU AOCTYII K HEKOTOpOMY NoJAMHOkecTBY [1]1H;
® pacnoJiaraT KOH(QUACHIMAIbHBIMUA JAHHBIMHU, K KOTOPBIM HMEET

JOCTYII.
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OcHoBHbIE NPUHUMIIBI TOCTPOEHUS] CHCTEMbI KOMIIJIEKCHOH 3aLLIUThI
uHopmMaLuu

[Toctpoenue cucrembl obOecrneuenuss Oe3zonacHoctu [1Jln UCIT[In OOO
«KAL «Knmnaunuer miroc» U ee PyHKUMOHUPOBAHUE TOJIKHBI OCYIIECTBIISATHCS B

COOTBCTCTBUU CO CIICAYIOIIMUMHU OCHOBHBIMU ITPUHOUIIAMU

® 3aKOHHOCTD;

® CHUCTEMHOCTD;

® KOMIIJIEKCHOCTD;

¢ HCENPCPBIBHOCTD;

® CBOCBPEMCHHOCTD;

® [PEEeMCTBECHHOCTH U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS,
¢ IIepCOHAJIbHAS OTBETCTBECHHOCTD;

® MHUHUMU3ALKS OJHOMOYHNM;

® B3aUMOJICHCTBUE U COTPYIHUYECTBO;

® THOKOCTh CUCTEMBI 3aIIMThI;

® OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIlUTHI,

® [OpOCTOTA MPUMEHEHUS CPEACTB 3aIUTHI,

® HayuyHas 00OOCHOBAHHOCTb U TEXHUYECKAS pEAIU3yEMOCTh;
® crneuuanu3aius u npoPecCuoHaIU3M;

® 0053aTeIbHOCTh KOHTPOJIS.

3aKOHHOCTH
[Ipennonaraer OCyIIECTBIAEHHUE 3aIUTHBIX MEPONPUATUH U pa3pabOTKy

C3I1[In OO0 «KJ/I «KIMHULMCT IUIIOC» B COOTBETCTBUU C JEHCTBYIOIIUM

3aKOHOJATENBCTBOM B 00J1acTh 3amuThl 11/[H ¥ ApyruX HOPMATUBHBIX AKTOB 10
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0e3onacHoCcTU MHGOPMAIMU, YTBEPXKJIECHHBIX OpraHaMM roCyAapCTBEHHON BJIACTH
U YIIPABJIEHUS B MPEIeSax UX KOMIIETCHIIUY.

ITonb3oBarenu u oobcayxuBatomuii nepconan IJIn UCITTn OO0 «KILL
«KauHULKMCT TUIIOC»  JIOJKHBI  OBITH  OCBEJIOMJIEHBI O TMOpSAKE padoThl C
3amuinaeMo uHpopmanueid 1 00 OTBETCTBEHHOCTU 3a HApPYUIEHUE TMOpsi/IKa
3amuThl [1/1H.

CucreMHOCTD
Cucremusbiit moaxon k nocrpoenutro C3IIJn OO0 «KALl «Knuuaunuct

IUTFOCY» TIPEAToiaraeT YYeT BCEX B3aWMOCBS3aHHBIX, B3aMMOJICHCTBYIOIUX M|
MU3MEHSIOIIUXCSI BO BPEMEHHM JJIEMEHTOB, YCIOBUH M (DaKTOPOB, CYIIECTBEHHO
3HAUMMBbIX JUIsl IOHUMAHUs M peuieHus: mpodJieMbl oOecredyeHusl 0€30MacHOCTH
I[TJIn UCIT[Jr OO0 «KIL « KnuHALMCT mIIrocy.

[Ipu co3maHuM CUCTEMBI 3allUTHI JOJDKHBI YUYUTHIBATHCS BCE ciadble U
HauOoJiee ysi3BUMbIE MecTa cucteMbl oOpabotku [1/[H, a Takke xapakrep,
BO3MOXHBIC OOBEKTHI U HAMPABIICHUS aTaK HA CUCTEMY CO CTOPOHBI HApyIIUTENIeH
(ocobeHHo BBICOKOKBJTU(DUIIMPOBAHHBIX 3JI0yMBIIICHHUKOB), My TH
NPOHUKHOBEHUSI B pacnpeneieHHbie cuctembl 1 HCJ[ k mHpopManuu. Cucrema
3alUATHl JOKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJOB
nponukHoBeHus U HCJI k nHdopmanuu, HO U C y4eTOM BO3MOKHOCTH IOSIBJICHUS
NPUHIMITHAIBHO HOBBIX MyTEH peaan3ainun yrpo3 0€301macHOCTH.

KommuexkcHocrn
KommiekcHOe MCMoib30BaHUE METOJIOB M CPEJCTB 3allUThl MpEnoaraet

COTJIACOBAHHOE MPUMEHEHUE PA3HOPOIHBIX CPEACTB MPU MOCTPOCHUM LIETOCTHOMN
CHUCTEMBI 3allUThl, MEPEKPHIBAOIIEH BCE CYIIECTBEHHBIE (3HAUUMBIE) KaHAJIbI
peanuzaluu yrpo3 M He cojepraiieid ciadblXx MECT Ha CThIKaX OT/ICJIbHBIX €€
KOMIIOHEHTOB.

3anmTa J0JKHA CTPOUTHCS AIISIOHUPOBAHO. JIJTs KaX10ro KaHala yTeUKU
uHQopMalMM W JJI8 KaXKI0H yrpo3bl 0€30MaCHOCTH JIOJKHO CYIIECTBOBATH

HECKOJIBKO 3alIUTHBIX pyOexeil. Co3aaHue 3aluTHBIX PyOeked OCyIECTBIISIETCS C
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YYETOM TOrO, YTOOBI JJIsi UX MPEOJO0JICHUS] MOTEHIUATBLHOMY 3JI0YMBIILIEHHUKY
TpeboBaJIUCh MPO(ECCHOHANIbHBIE HABBIKKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX
o0nacrsx.

Buemnsis 3amuTta gomkHa oOecnedyMBarTbes (U3MYECKUMHU CPEACTBAMH,
OpraHMU3allMOHHBIMU W TPAaBOBBIMU Mepamu. OnHUM U3 Haubosiee YyKPErIEHHBIX
pyOexeit mpu3BaHbl OBITH CPEJICTBA KPUNITOrPAhUUECKOM 3alUThI, peaM30BaHHbIC
¢ wucnosib3oBaHueMm TexHonoruu  VPN. IlpuxkiiagHoil  ypoBEHb  3allUTHI,
YUUTBHIBAIOUIMA OCOOEHHOCTH MPEAMETHON 00JIacTH, MPEACTABISET BHYTPEHHMIA
pyOEX 3aIUThI.

HenpepbiBHOCTB 3amumThl 11/1H
3amura II/[H — HE pa3oBOe MEPONPHUATHE U HE MPOCTasi COBOKYMHOCTH

MPOBEICHHBIX MEPOIPUATUIA U YCTAHOBIICHHBIX CPEJICTB 3AIUTHI, a HEMPEPHIBHBIN
LIEJICHAIIPABIICHHBIA IPOLECC, MPEANOJAratOlUui MPUHIATUE COOTBETCTBYIOIIUX
Mep Ha Bcex Atanax ku3HeHHoro nukia MCIITJIH.

NCIIIH 10mKHBI HAXOAUTHCS B 3aLIMIIEHHOM COCTOSIHUM HA MPOTSIKEHUU
BCEr0 BPEMEHU UX (PYHKIMOHUPOBAHUS. B COOTBETCTBHM € 3THUM MNPUHLUIIOM
JNOJDKHBI  NIPUHUMATBCA  Mepbl 10  HepomymeHuto nepexona WCIIIH B
HE3AIIMIIEHHOE COCTOSIHUE.

boabmMHCTBY ~ (U3MYECKUX UM TEXHUYECKUX CPEJCTB  3alUTHI IS
3(()EKTUBHOrO  BBIMOJHEHUST CBOMX (QYHKUMNA HEoOXOIMMa MOCTOSIHHAs
TEXHUYECKAS v OpraHu3aluyMOHHAas (aaMuHUCTpaTUBHAS) MOJJEPHKKA
(cBOeBpeMEHHasi CMEHA M O0ecrevyeHHe MPaBUIIBHOTO XPAHEHUS] U MPUMEHEHUSI
UMEH, TNapoJiel, Karoueld MUGpoBaHUS, NEPEONPEACICHUE MOTHOMOYMNA U T.IL.).
[lepeppiBBl B paboTe CPEACTB  3alIMThl  MOTYT OBITh  MCIIOJIb30BAHbI
3JIOyMBIIUICHHUKAMM [JIS aHAJIW3a NPUMEHSIEMbIX METOJOB M CPEACTB 3AILHUTHI,
JUISL BHEJPEHUS CIIEUMAIIBHBIX IMPOTPAMMHBIX M aNNapaTHBIX '3aKJIAI0K" U IPYTUX
CPEACTB  IPEOJOJIEHUS  CUCTEMbI  3alIUThl  [IOCJIE€  BOCCTAHOBJICHUS €€

(GyHKIIHMOHUPOBAHMUSI.
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CBoeBpeMEeHHOCTh
[Ipennonaraer ympexaarolvii XapakTep mMep obecredeHusi 0€30MacHOCTH

[TJIH, TO €cTh MOCTAHOBKY 3a/1a4 N0 KomruiekcHo# 3amurte VCII/IH u peanuszanuto
mep obecnieuenust 6ezonacHoct [1J[n Ha pannux craausix pazpadbotku UCIIH B
LIEJIOM U €€ CUCTEMBI 3alIUThl HH(OPMAIMK, B YACTHOCTH.

Pa3paboTka cucTteMbl 3alUThI 1OJI)KHA BECTUCH MAPALIENBHO C pa3padOTKOi
Y Pa3BUTUEM CAMOM 3alMINAEMON CHCTEMBI. JTO MO3BOJUT YYECTh TPEOOBAHUS
0€30MacCHOCTU MPU MPOCKTUPOBAHUM APXUTEKTYPhl U, B KOHEYHOM CUETE, CO3/1aTh
oosiee APdexkTuBHBIE (KaK MO 3aTpaTaM pEeCcypcoB, TaK U MO CTOWKOCTH)
3alUIIEHHBIE CUCTEMBI.

HpeeMCTBeHHOCTb H COBEPIICHCTBOBAHHUE
HpennonarafoT IMOCTOAHHOC COBCPUHICHCTBOBAHUEC MCP U CPCACTB 3allUThI

uH(OpMallMM Ha OCHOBE MPEEMCTBEHHOCTU OPraHU3alMOHHBIX W TEXHUYECKUX
peuieHuid, KaapoBoro cocraBa, aHanu3a GyHkuuoHupoBanust WCIIJ[H u ee
CUCTEMBI 3alUMTHl C YYETOM H3MEHEHHUM B METOJAX M CPEACTBAX I[epexBaTa
uHbopMalli, HOPMATUBHBIX  TpeOOBaHWUI MO  3alIUTE, JOCTUTHYTOrO
OTEYECTBEHHOI'O U 3apyOEKHOTI0 OIbITAa B 3TOI 00JACTH.

HepCOHaJ'leaﬂ OTBE€TCTBCHHOCTD
HpeanonaraeT BO3JIOKCHUC OTBECTCTBCHHOCTU 3a obecrieyeHue

oesonacHoctu [IJIH u cuctembl MX 00pabOTKM Ha KaXJAOrO0 COTPYJIHUKA B
npeneaax ero nojHoMo4Yui. B cCOOTBETCTBUM C 9TUM MPUHIUIIOM paClpeesieHue
npaB U 00S3aHHOCTEH COTPYJAHMKOB CTPOMTCS TaKUM 00pa3oM, 4TOObI B Cllydae
A1000ro HapyleHUs: Kpyr BUHOBHHUKOB ObUI YETKO H3BECTEH WM CBENEH K

MUHHUMYMY.
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[puHUUN MUHMMHU3ALUU TOJTHOMOYM U
O3Hayaetr npeaoCTaBICHUE MOJIb30BATENSIM MUHUMAJIBHBIX MpaB J10CTyIa B

COOTBETCTBUM C TPOU3BOJICTBEHHON HEOOXOMMOCTBIO, HA OCHOBE MPHUHIIMIIA «BCE,
YTO HE pa3peuICHO, 3aAMPEIICHOY.

Hoctyn x I1JIH 1omkeH mpeaoCTaBiIsasThCS TOJbKO B TOM Clydae M o0beMe,
€CJM ATO HEOOXOJUMO COTPYIHMKY JUISl BBIIIOJHEHUS €ro JOJDKHOCTHBIX
00SI3aHHOCTEH.

B3aumonencreue U COTPYAHUYECTBO
IIpennosaraer co3nanue OJaronpuaTHOM atMocdepbl B KOJUIEKTHUBAX

nojapazzeneHuii, obecneuyuBaromux jaestenbHocTh MCIIH 000 «KIL
«KIMHULKMCT TIIOCY, ISl CHUXKEHUSI BEPOSITHOCTM BO3HUKHOBEHUSI HETaTUBHBIX
JIEACTBUI CBSI3aHHBIX C YEJIOBEUECKUM (PAKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIHO/ATH
YCTAaHOBJICHHBIE  MpaBWJIAa M  OKa3blBaTh  COJCWUCTBUE B  JICSITEIBLHOCTH
noJipa3/ieJeHUi TEXHUYECKON 3aIlUThl THPOPMALIUH.

I'noxoctb cucrembl 3amuThbl IIH
[IpuHsiTbie MeEpbl M YCTAHOBJIEHHBIE CpEJCTBA 3alllUThl, OCOOEHHO B

HayaJbHBINA MEPUOJ UX IKCILTyaTallii, MOTYT OOECIIEUnBaTh KaK YpE3MEPHBIii, Tak
M HEJOCTAaTOYHbIA ypOBEHb 3aliuThl. Jlasi oOecrieyeHuss BO3MOXKHOCTH
BapbUPOBAHUSI YPOBHEM 3alIMIIEHHOCTH, CPEJCTBA 3aLIMTHI JOJKHBI 00J1aJaTh
onpeneneHHol ruOKocTbio. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBJISETCS B TEX
Cllyyasix, KOIJJa YCTAaHOBKY CpPEJICTB 3alllUThl HEOOXOJMMO OCYILIECTBISATH Ha
pa0oTarolyt0  CUCTEMY, HE  Hapyllas Ipolecca €€  HOPMaJIbHOIO
(yHKIIHMOHUPOBAHMUSI.

OTKprTOCTb AJropuTMOB 1 MEXAaHHU3MOB 3alLIUTBI
CYTB npuHOuIiia OTKPLITOCTH aAJITOPUTMOB U MCXAaHU3MOB 3allIUThI COCTOUT B

TOM, 4YTO 3amuTa HC AO0JI2KHA oOecneunBaThCd TOJBLKO 3a CUET CCKPCTHOCTHU

CTPYKTYPHOU OpraHu3aludd W ajiroputMoB (GYHKIMOHUPOBAHUS €€ TMOICUCTEM.



28

3HaHuEe aIrOpUTMOB PAOOTHI CUCTEMBI 3AIIUTHI HE JOJKHO JaBaTh BO3ZMOKHOCTH
ee npeojoJieHus (naxe apropam). OJHAKO, 3TO HE O3HAYAET, YTO MH(POPMALMS O
KOHKPETHOM CUCTEME 3allUThI I0J>KHA ObITh OOLIEA0CTYITHA.

IIpocToTa NnpumMeHeHHsi CPeACTB 3aIUMTHI
MexaHu3Mbl 3alUThl JODKHBl ObITh MHTYUTHUBHO MOHSITHBI M MPOCTHI B

UCIOJIb30BaHUU. [lpuMeHeHue cpeicTB 3allMThl HE JOJHKHO OBITh CBSI3aHO CO
3HAHUEM CHEUUAJbHBIX $I3bIKOB WM C BBINOJHEHUEM JIEUCTBUM, TpPeOYHOLIUX
3HAQUUTEJIBHBIX  JIOMOJHUTEIBHBIX  TpyJo3arpar npu  oOblYHOM  pabore
3apErMCTPUPOBAHHBIX YCTAHOBJIEHHBIM TMOPSAKOM I10Jb30BATENC, a4 TaKXKE HE
JIOJDKHO TpeOOBaTh OT MOJIb30BATES BBIOJIHEHHUSI PYTUHHBIX MAJIOMOHSITHBIX €MY
onepaluii (BBOJ HECKOJIBKUX MapoJIe U UMEH U T.1.).

JlomxHa HOCTUrarbCsi aBTOMATH3ALMS MAKCUMAJIBLHOTO YUCIA JIEHCTBUM

noJsib3oBaresiei u anmuHuctparopo UCIIJIH.

HayuHast 000CHOBAaHHOCTbH U TEXHUYECKAsl Peaju3yemMocTh
NudopmanmoHHbie TEXHOJIOTUU, TEXHUYECKUE U MPOrpaMMHbBIE CPEJCTBA,

CpeACTBAa M MEPhl 3alIUThl WMH(OpMALMK JOJDKHBI OBITh peaqu3oBaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKU U TEXHUKHU, HAYYHO OOOCHOBAHBI C TOUKU
3pEeHMS] JTOCTUKEHHUS 3aJ]aHHOTO0 YPOBHS O€30MaCHOCTH WMH(OpPMALIMU U JOJDKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUSM 10 O€30MacHOCTH
IT1n.

C3I1JIn nomkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BOBMOXKHbBIE PUCKHU JIJIs
KOTOPBIX W MEPbl MNPOTHUBOJCUCTBUS 3TUM pHUCKAM MPOUUIM BCECTOPOHHIOO
TEOPETUUECKYIO U PAKTUUYECKYIO TPOBEPKY .

Cneuuanusauus 1 npogecCuOHATUIM
[Ipennonaraer npuBiiedeEHHE K pPa3pabOTKE CPENCTB M peald3alud MEp

3alUThl  MHQOpMAUMU  CHCHHUATIM3UPOBAHHBIX  OpraHu3aluii,  HaumboJee
NOJATOTOBJEHHBIX K KOHKPETHOMY BHJly [IE€ATEJIBHOCTH MO OOECHEYEHUIO

oe3zonacHoctu [1J[H, UMEIOIIKMX OMBIT MPAKTUUECKONH padOTHI U TOCYJAPCTBEHHYIO
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JULEH3UI0 Ha TNpaBO OKa3aHMS yCAyr B 3Tod oOnactu. Peanuzanus
QIMUHUCTPATUBHBIX ~MEp W  OJKCIUIyaTalusl CPEJICTB  3allUThl  JIOJDKHA
OCYILECTBIATLCA MPO(ECCHOHANIBHO MOJATOTOBJICHHBIMHU crienuanucramu 000
«KJIL «KnuHunuet mirocy.

O0s13aTeJIbHOCTb KOHTPOJIS
[Ipennonaraer 0053aT€IbHOCTh M  CBOEBPEMEHHOCTb  BBISBICHUS U

NpPECEUYEHUs TOMNBITOK HAPYIICHUS! YCTAHOBJEHHBIX MpPaBW 00ECIEUECHUS
oezonacHoctu [I/lH Ha OCHOBE HCMOJB3YEMBIX CUCTEM M CPEACTB 3aLIUTHI
uHpopMalMM TpPU  COBEPIICHCTBOBAHUM KPUTEPUEB U  METOJIOB  OIIEHKU
(O PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTposib 3a A€sTeNIbHOCTBIO JIFOOOTO MOJIb30BATENS, KAXKIOTO CpencTBa
3alUThl U B OTHOILIEHUH JIFOOOr0 O0BEKTa 3alUThI JOJDKEH OCYUIECTBIATHCS Ha
OCHOBE MPUMEHEHUSI CPEJCTB ONEPATUBHOIO KOHTPOJISI U PETUCTPALMU U JOJIKEH
OXBaThIBaTh KAK HECAHKIIMOHUPOBAHHBIE, TAK M CAHKIMOHUPOBAHHBIC IECHCTBHS

0JIb30BaTEJICH.
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Mepbl, MeTOABI U cpeacTBa obecnedeHusi TPedyeMoro ypoBHs 3alMILIEHHOCTH

Ob6ecrnieueHue TpeOyeMOro ypoBHsI 3aIUIIEHHOCTH JOJKHOCTH JOCTUTAThCS
C HCIOJb30BAaHUEM MEp, METOJOB U CpeICTB Oe3omnacHocTh. Bce Mepsl

obecneuenus: 6ezonacHoctr MCIIJIH nonpasnenstorces Ha:
® 3aKOHOJATEJIbHBIE (ITPABOBBIE);
®  MOpaJbHO-ITHYECKHUE;
® OpraHu3alMOHHbIEC (AIMUHUCTPATUBHBIC);
* (usmueckue;

® TexXHUYECKHuE (anmnapaTHble U IPOrpaMMHbIE).

3akoHoaaTebHBIE (IPAaBOBbIE) MePbI 3AILUTHI
K npaBoBbIM MepaM 3allUThl OTHOCATCS JCHUCTBYIOIIME B CTpPaHE 3aKOHBI,

yKa3bl 1 HOpPMATHBHBIE aKThl, perijaMeHTUpyloue npasuia oopawmenus ¢ 11]1H,
3aKpEIUISIIOLIME PaBa U 00s13aHHOCTU YYaCTHUKOB MH(OPMALIMOHHBIX OTHOLLEHU
B Ipolecce ee o00pabOTKM M HCMOJIb30BaHHUS, a TaKXKe YCTaHABIMBAIOIIUE
OTBETCTBEHHOCTb 3a HAapyLUEHUs 3TUX TMpaBWil, MPENSITCTBYSl TEM CaMbIM
HENpPaBOMEPHOMY Hcnojib30BaHuto [IJ[H W  sBAstOmMEcs  CAEPKUBAIOIIMM
(akTOpOM 71l NOTEHLMAIIBHBIX HAPYIIUTEEH.

[IpaBoBble ~ Mepbl  3alIMTBI  HOCSAT B  OCHOBHOM  YHPEXKIAIOLIUH,
npo(UIAKTHYECKUI XapakTep U TPeOYIOT NOCTOSSHHON Pa3bsiCHUTENBHONW padOThI C
MOJIb30BATENSMU U O0CITYKUBAIOLIUM EPCOHATIOM CUCTEMBI.

MopaJibHO-3THYeCKHE MePbI 3alIUThI
K MOpanbHO-3TUUECKUM MepaM OTHOCSTCS HOPMbI TOBEJEHHUS, KOTOPHIC

TPAJAMIIMOHHO CJIIOKWIMCHh UM CKJIQJbIBAIOTCS MO Mepe pacnpoctpaHeHus IBM B
CTpaHe WM oO0uecTse. OTU HOpMbI  OOJbIIEH YacTblO HE  SBIISIFOTCS
00s13aTeNIbHBIMU, KaK 3aKOHOJATEJIbHO YTBEPXKIEHHbIE HOPMATUBHbBIE AaKThI,
OJIHAKO, UX HECOOJII0JIEHUE BEAET OOBIYHO K MaJCHUIO ABTOPUTETA, MPECTUKA

YCJIOBCKA, I'PYIIIbI JIMI[ UK OpraHu3aluu. MOpELHBHO-E)TI/I‘-ICCKl/Ie HOPMBI OBIBAIOT
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KaK HEeMHUCaHble (Hanpumep, o0LenpU3HaHHbIE HOPMbI YECTHOCTH, MAaTPUOTU3MA U
T.I.), TAK ¥ NUCAHbIE, TO €CTh O(OPMIICHHBIE B HEKOTOPBIA CBOJ (yCTaB) NpaBuil
WJIA IPEANTUCAHUN.

MopanbHO-3THUYECKHE MEPBI 3AUIUTHI SIBISIIOTCS MPOQUIAKTUYECKUMHU U
TpeOyIOT MOCTOSIHHOW padOThl MO CO3[JAHUIO0 3J0POBOT0 MOPAJIBHOrO Kiumara B
KOJUIEKTUBAX NoJApa3jeiacHuil. MoOpaabHO-3TUYECKUE MEPBI 3alUMThl CHUXKAIOT

BCPOATHOCTb BOSHUMKHOBCHUS HCTATHBHBIX JICUCTBUM CBSI3aHHBIX C YEJIOBEUYECKUM

(haKTOpOM.
OpraHuzauuoHHble (AAMUHUCTPATUBHbIE) MePbl 3a1LUTHI
OpraHu3aloHHble  (AAMUHUCTPATUBHBIE) MEPBI 3alUTBl - 3TO MEPbI
OpraHu3alOHHOIO xapakrtepa, peraMeHTUpYOLIre MPOLIECCHI

dbyukiumonupoanus MCII/IH, ucnonszoBanue pecypcoB MCII/IH, nesTenbHOCTD
00CITyKMBAIOUIET0 MEPCOHANA, a TAK)KE MOPSA0K B3aUMOJEHCTBUS M0JIb30BATENEH
¢ UCII[In Ttakum oOpazoM, 4ToObl B HaMOOJIBLUEH CTENEHW 3aTPyJHUTh WIIH
UCKJIIOUYUTh BO3MOYKHOCTh peall3alii yrpo3 0€30MacHOCTH MM CHU3UTH pa3Mep
NOTEPh B CIy4Yae UX peajanu3aluu.

['maBHas uenb aaIMUHUCTPATUBHBIX Mep — copmupoBaTh [loauTuky
uHdopManmonHoir 6e3zonmacHoctu IIJ[H (oTpaxaroinyro TMOAXOAbI K 3alluTe
uHpopmMali) U 00€CeUnuTh €€ BBIIIOJHEHUE, BbIIEIsAs HEOOXOIUMBbIE PECYPCHI U
KOHTPOJUPYS COCTOSIHUE JIEJ1.

Peanuzauus [lonutuku mndopmanumonHoit 6e3omnacuoctu I1J]In B UCITIH
COCTOSIT U3 MEP aAMUHUCTPATUBHOTO YPOBHS U OPraHU3allMOHHBIX (MPOLELYPHBIX)
Mep 3alIUThl HH(OPMAITUH.

K anMUHHCTpaTUBHOMY YpPOBHIO OTHOCSITCSI PELIEHHS PYyKOBOJCTBA,
3arparuBarompe aestenbHocTs UCI/IH B nenom. DT peleHus 3aKperisitoTcs B
[Tonutuke uHdopmanmoHHoi Oe3onacHocTH. [IpumepoM TakuxX pelmeHud MOryT

OBITh:
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® [IpUHSATHE peuieHUs] 0 GOPMUPOBAHUM WM NEPECMOTPE KOMILIEKCHOM
nporpammel  obecrieuenus  OezonacHoctn  [IJH, omnpexnenenue
OTBETCTBEHHBIX 32 €€ peaTn3alulo;

* (QopmyinupoBaHue  1ENei, MOCTAaHOBKAa  3a/1ay, OINpEACIICHUE
HaNpaBJEeHUH eATeNnbHOCTH B o0sactu 6e3onacHoctu [1/1H;

® [pPUHSATUE pEIIEHUH 1O BOMpocaM peau3aldyd  [porpamMMbl
0€301acHOCTH, KOTOpble paccMmarpuBaroTcsi Ha ypoBHe OO0 «KJIL
«KJIMHULMCT TUTIOC» B LIEJIOM;

® o0ecrneueHrue  HOpMaTMBHOM  (mpaBoBOK)  0a3bl  BOINPOCOB
0€30MacCHOCTH U T.II.

[ToauTuka BEPXHErO YPOBHS JIOJKHA YETKO OYEPTUTH Chepy BIUSHUSI U
OrpaHUYEHMs NP onpeneneHuu uenei 6ezonacHoctu [1J[H, onpenenuTe KakuMH
pecypcamu (MarepualibHble, MEpPCOHAT) OHM OyIyT JOCTUTHYTHI W HaWTU
pa3yMHBIIl  KOMIPOMHUCC MEXIy TNpPUEMIIEMbIM YpOBHEM O€30MaCHOCTU U
¢dbyukuoHaabHocThi0 UCITIH.

Ha opraHu3alMOHHOM YpPOBHE ONPEIEISIOTCS MPOLENypbl W IpaBuia
JNOCTHXKEHMSI Lieneit u peenus 3aaa4 [lonntuku nHdGopMalnoHHOKH O€30MacHOCTH
[1/IH. DT paBuia ONpPenestoT:

® kakoBa 00JIaCTh MPUMEHEHMS MOJIUTUKHK Oe3onacHocTH T1/1H;

® KaKOBBbI POJM M OOSI3aHHOCTU JOJDKHOCTHBIX JIMI, OTBEYAlOIIUE 3a
npoBeJieHre MoauTUKU Oe3onacHocTu I1/[H, a Tak ke UX yCTaHOBUTH

OTBETCTBEHHOCTb;
® KTO MMeeT Ipasa nocryna K [1/1x;
® KakuMU ME€paMH U cpelicTBaMu odecnieunBaetcs 3amura [1/1H;

® KaKMMH MepaMH W CpPEJCTBAaMH OO0ECMeYMBAeTCsS KOHTPOJb 3a
coOJIF0ICHUEM BBEJICHHOTO pexuMa 0€30MacHOCTH.

® (OpraHu3allOHHBIE MEPBI JOJIKHBI:
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npeaycMaTpuBaTh — perjlaMeHT  MH(QOPMAIMOHHBIX  OTHOIIECHMH,
HCKJIFOYAIOIINX BO3MOYKHOCTH HECAHKIIMOHUPOBAHHBIX JIEUCTBUN B
OTHOIIIEHUH OOBEKTOB 3aIIUTHI;

ONPEIEIIATh KOAJTMIIMOHHBIE U UEPAPXUUECKUE TTPUHUUIBI U METOJIbI
pasrpanndenus nocryna K [1JIH;

ONMpeNeNaTh MOPSAJ0K PabOThl C MPOrpaMMHO-MAaTEMATUUYECKUMU U
TEXHUYECKUMU (armnapaTHbie) CPeJCTBAMM 3aIUThl U KPUNTO3AIIUTHI
Y IPYyTUX 3alIATHBIX MEXAHU3MOB;

opranuzoBaTh Mepbl npotuBozeiictBust HCJ[ monb3oBaTensiMu Ha
ATarax ayTeHTU(DUKALINH, aBTOpU3aLINU, UJECHTU(DUKALINH,
o0ecrneunBarOIINX FAPAHTUM peAIM3aAlUU TPaB U OTBETCTBEHHOCTHU

CyOBbEeKTOB MH(POPMAILIMOHHBIX OTHOIICHUA.

Opranu3ainoHHbIE MEPBI JOJKHBI COCTOSITh U3:

pernamenTa gocrtyna B nomemenus UCIT/IH;

MOPSJIOK JOMYyCKa COTPYAHUKOB K MCIOJb30BaHut0 pecypcoB UCIITJIH
000 «KJLL «KIUHUAIKUCT TII0CH;

perjaMeHTa MpoleccoB BeaeHUs] 0a3 JaHHBIX M OCYIIECTBIICHUS
MOJU(PUKALNYA UHPOPMALMOHHBIX PECYPCOB;

periiaMeHTa  MpPOUECCOB  OOCTY)KMBAHHUSI U OCYUIECTBJIECHUS
MOJHM(UKALMY aIApaTHBIX U porpaMmMHbIX pecypcoB MCIT/IH;
uHcTpykuuii nosb3oBarenedd MCIIJIH (aamunuctpatopa WCIIH,
aaMuHucTparopa 6ezonacuoctu, oneparopa UCIIJIn);

MHCTPYKILIMSL  TMOJb30BaTEAsl NPU BO3HUKHOBEHUM BHEIITATHBIX
CUTYAaIIUN.

UHCTPYKIIHUS 110 pa3MEIIEHUI0, 000PYA0BAHHUIO U OXPAHE TTOMEIIECHUI,

rac XpaHsaTCsa MEPCOHAIbHBIC JAHHLBIC, 10 XPAHCHHUIO MCPCOHAIBHBIX
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JAHHBIX Ha OYyMa)XHBIX HOCUTEJSIX U MOPSJIKY PaOOThl UCIOJHUTENEH

C NICPpCOHAJIbHBIMHA TaHHBIMHA Ha 6YMa)KHBIX HOCHTCIJIAX I/IH(I)OpMaI_[I/H/I.

duznyecKue Mepbl 3aIUTHI
@®u3nyecKue Mepbl 3alUTHl OCHOBAHbI HA IPUMEHEHUM PA3HOIO pPoJa

MEXaHUYECKUX, JJIEKTPO- WM  DJEKTPOHHO-MEXAHUYECKUX YCTPOHCTB U
COOpPYKEHUMW, CHEeUUATbHO MPEIHA3HAYEHHBIX JUISl CO3JaHUs  (PU3HYECKUX
NPENATCTBUI HA BO3MOXHBIX IYTAX MPOHUKHOBEHUS U JOCTYIA MOTEHLMUAIBHBIX
HApYILIUTEJIEH K KOMIIOHEHTaM CUCTEMbl W 3allUINAEMOM MHPOpPMALMU, a TAKKE
TEXHUYECKUX CPEJICTB BU3YAJIBHOrO HAOJIOJCHUS, CBSI3M W  OXPAHHOMU
CUTHAJIM3ALIUY.

dusnyeckas 3amuTa 3JaHUi, MOMeElIeHUuH, OOBEKTOB U  CPEJICTB
uH(bopMaTU3aAUU JIOJDKHA OCYILIECTBIIATHCS IIYyTEM YCTaHOBJICHHUS
COOTBETCTBYIOIIUX MOCTOB OXpPaHbI, C MOMOIIBI0 TEXHUYECKUX CPEACTB OXPAaHBI
Wi JIOOBIMU JPYTHUMM CIOCOOAMHU, NPEAOTBPAIIAIONIMMUA WM CYLIECTBEHHO
3aTPpYAHAIONMMA TPOHUKHOBEHHME B 3/aHUE, MOMEIIEHUS IMOCTOPOHHUX JIUILI,
XUIIEHUE WHMOPMALIMOHHBIX HOCHUTENEH, caMuX CpeAcTB HHOOpMaTU3alLUU,
UCKJIIOYAIOIIMMKM  HAXOXKJIEHUE BHYTPU KOHTPOJUPYEMOH (OXpaHsSIeMOi) 30HBI

TCXHHUYCCKHUX CPCACTB pa3BCAKMU.

AnmnapaTtHo-nporpaMMHble cpeactsa 3amurtbl [1/n
TexHuyeckue (anmapaTHO-IPOrpaMMHBIE) MEpPbl 3alIUTHl OCHOBAaHbI Ha

MCIIOJIb30BAHUM PA3TMYHBIX JIEKTPOHHBIX YCTPOMCTB W CIHEIUAIBHBIX MPOTpamM,
Bxonsmux B coctaB MCITJIH 1 BBIMOJHSIOMMX (CAMOCTOSTENBLHO WA B KOMILJIEKCE
C IpyTUMH CcpeacTBaMu) QYHKIMU 3alIUThI (MISHTU(PUKAIIMIO U Ay TeHTU(PUKAIKIO
NOJIb30BaTENEH, pa3rpaHUUYEHUE JIOCTyNa K pecypcam, PErucTpaluio COOBITUH,

KpunTorpaduyeckoe 3akpbiTue HHGOPMAIK U T.1T.).
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C yueroM BcexX TpeOOBaHUH W MPUHLMIIOB obecrnieueHus 0e3onacHoctu [1)IH

B MCIIJIH mo BceM HampaBJEHUSM 3allUThl B COCTAB CUCTEMbI 3AIIUTHI JTOKHBI

OBITh BKJIFOUEHBI CIIEIYIOIINE CPECTBA:

cpeacrBa  uaeHTUGUKaUMU (OMO3HABaHMS) W ayTeHTU(UKALUU
(moATBEpKICHUS MOJJTMHHOCTH ) nojib3oBareneit MCII/IH;

Cpe/cTBa pasrpaHuyeHuUsI J0CTyTa 3apEruCTPUPOBAHHBIX
nojs3oBarene cucrembl k pecypcam MCII[In OO0 «KJILI
«KIMHULMCT TTIOCY;

CpeacTBa 00ECIEYEHUsT U KOHTPOJISL LIEJIOCTHOCTU MPOTPAMMHBIX U
MH()OPMAIIMOHHBIX PECYPCOB;

CpPEACTBA OINEPATUBHOTO KOHTPOJISI W  PErucTpauudd COObITUI
0e30macHOCTH;

Kpunrorpapuyeckue cpeactna 3amuTel [1][H.

YcnemHoe MNPUMCHCHUC TCXHUUYCCKUX CPCACTB 3allMTbl Ha OCHOBAHUH

OPUHLMIOB (pa3aes 5) NpelrnosiaraeT, YTO BBIIOJHEHHE NEPEUMUCIEHHBIX HUXKE

TpeOOBaHU 00ECIeueHO OpraHu3allMOHHBIMU (2IMUHUCTPATUBHBIMK) MEpPAMU U

HCIT0JIb3Y CMbIMH (1)I/I3I/I‘IGCKI/IMI/I CpCaACTBAMM 3alIUThI:

oOecnieueHa puzndeckast 11e0cTHOCTh Bcex KoMnoneHT UCIT/IH;

Kakabld  coTpyaHuk  (moaws3oBatens MCIIJIH) wnm  rpynna
MOJIb30BATENIEH MMEET YHUKAJIbHOE CHUCTEMHOE UMSI U MUHUMAJIBHO
HEOOXOJMMBbIEC [ BBIMOJHEHUS] UM CBOMX (YHKIMOHAJIbHBIX
00sI13aHHOCTEM MOJHOMOYMS IO JOCTYILy K pECypcaM CUCTEMBI;

B UCII[In OO0 «KL| «KnuHunucr mirocy pa3padoTka U OTjaaKa
nporpaMm  ocymectBisercss  3a  npeaenamu  UCII/IH, Ha
UCIIBITATENbHBIX CTEHAAX;

BCE U3MEHEHHUSI KOHQPUIrypalMM TEXHUYECKUX U MPOrPaMMHBIX

cpenctB MCIIIH mpou3BOASTCS CTPOroO yCTAHOBICHHBIM MOPSIKOM
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(pErUCTPUPYIOTCSI W KOHTPOJUPYHOTCSI) TOJBKO HA OCHOBAHUM
pacniopsikenuid pykoBojctea OO0 «KJIL «Knunuuucr miocy;
CETEBOE 00opy1I0BaHUE (KOHLIEHTPATOPBHI, KOMMYTAaTOPBHlI,
MapuIpyTU3aTOPbI U T.I.) PACIOJIAraeTCsl B MECTAX, HEJOCTYMHBIX JJIs
MOCTOPOHHUX (CHEUATbHBIX OMEIIECHUSIX, Kadax, v T.I1.);
cnenpamucramu OO0 «K/IL «KIMHUOKUCT MIHOC» OCYIIECTBIISIETCS
HEMPEPHIBHOE  YINPABJICHUE U  AJIMUHUCTPATUBHAS  MOJJEPKKA

(YHKUMOHUPOBAHUS CPEJICTB 3aILUTHI.
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Koutpoas 3¢pextusrocru C3I1/1n

Kontpons sddextuBnoctn  C3IIJJH  gomkeH  OCyLIECTBISIETCS  Ha
nepuoanyeckoit  ocHoBe.  llenpto  kOHTponss  A(Q(EKTUBHOCTH  SIBISIETCS
CBOEBPEMEHHOE  BBISIBJIEHME  HEHaAJIexamux pexumoB pabotel  C3I1/IH
(oTKIIIOUEHME CPEACTB 3aILMTBHI, HapyLICHUE pPEXKUMOB 3aIlUTHI,
HECAHKLIIMOHUPOBAHHOE  M3MEHEHUWE pPEXMMA 3allMThl M T.L), a TakK
NPOTHO3UPOBAHUE W  TPEBEHTUBHOE pEarupoBaHWE HA  HOBBIE  YIPO3bI
oe3zomacHoctu [1/1H.

KoHTposib MOXKET MNpPOBOAMTHCS KaK aJIMUHHUCTPATOpaMU O€30MaCHOCTH
HUCII/In  (omepaTuBHBIA  KOHTPOJb B  Mmpolecce  HUHPOPMAIMOHHOTO
B3aumozercteuss B MCIIJIH), Tak © TOpUBIEKAEMBIMU JJIsI 3TOH  ILIENH
KOMIIETEHTHBIMU ~ OpraHU3alMsIMM, HWMEIOIIMMHU JIMIEH3UKD HA O3TOT  BUJ
nesrtenpHoctd, a Takke DOCTOK Poccum u ®CBb Poccum B mpenenax ux
KOMIIETEHIUU.

KOHTpOJIb MOXKET OCYHIECTBIISITHCS AAMUHUCTPATOPOM O€30MACHOCTH KaK C
NOMOIIbIO IITAaTHBIX CPEACTB cUcTEMbl 3amuThl [I[J[H, Tak W C MOMOLIBIO
CHEUAIIBHBIX TPOrPAMMHBIX CPEACTB KOHTPOJIS.

Ouenka 3¢ dextuBHOCTH Mep 3auThl [1J[H TpoBOAUTCS ¢ UCIIOIB30BAHUEM
TEXHUYECKUX W MPOrPAMMHBIX CPEICTB KOHTPOJS Ha NPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TPEOOBAHUSIM.
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Cdepbl oTBeTCTBEHHOCTH 32 Oe3onacHocTh I1H

OTBETCTBEHHBIM 3a Pa3padOTKy MEp M KOHTPOJb Haja oO0ecreueHUueEM
0€30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX sBisieTcss pykoBoacTBo OO0  «KJILL
«Knunuuucet natoc». PyKOBOAUTENb MOXKET JI€JIErMPOBaTh YacTh MOJTHOMOYHUIA 1O
o0OecrnieueHuto0 0€30MaCHOCTH MEPCOHANTBHBIX TAHHBIX.

Chepa  OTBETCTBEHHOCTHM  pPYKOBOJMTENSI  BKJIKOYAET  CIEAYIOUIUE
HanpasiieHus: ooecneueHus: 6ezonacHoctu [1JIH:

® [lnanupoBaHue W peanuzaiuss MEp MO OOecreyeHHo 0e30MacHOCTH
[1/1H;
® Ananus yrpo3 6e3onacHoctu I1]1H;

® Pa3paboTKy, BHEIPEHHE, KOHTPOJb HMCIOJIHEHUS W MOIJAEPKAHUE B
AKTyaJJbHOM  COCTOSIHUM  TIOJIUTHK, PYKOBOJICTB,  KOHIIEHIHUI,
IpoLEeLyp, PEriaMeHTOB, UHCTPYKIMA M JPYruX OpraHU3allMOHHBIX
JIOKYMEHTOB MO 00€CIeUeHn0 0€30MacHOCTH;

* (OOyuenue u uHpopmupoBanue nojs3oarenaeid MCIIIH, o nmopsiake
pabotsl ¢ [TJIH u cpencTBamMu 3aIUThI;

* [lpenorBpaineHue, BBISBICHUE, PEAarMpOBAHME M  PACCIIEIOBAHUE
HapyuieHuit 6ezonacuoctu [1JIH.

[Ipy B3aMMOJEWCTBHM CO CTOPOHHUMH OpPraHU3ALMSIMHU B CIydasX, KOraa
COTPYJAHMKAM 3THX OpPraHU3alMil NMPEeJOCTaBISAETCS TOCTYII K OOBEKTaM 3alUThI
(paznen 3), ¢ ’TUMU OpraHU3alUSIMU JOJKHO OBbITh 3akitoueHo «CorjameHue o
KOH(HUIEHUUATBHOCTHY, 100  «CornamieHue O  COOJIOJEHUM  pexuma
oeszonacHoctu [1JIn npu BeinmogHenun padot B MCIIIn». [loaroroBka TUMOBBIX
BAPMAHTOB H3TUX cComIalmeHuii ocymecteiasgerca  opuctamu OO0  «KL

((KJ'II/IHI/IHI/ICT IIJIFOC».
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Mopneab HapymuTeJisi 6€30MaCHOCTH

[Ton napymurenem B OO0 «K[ «KIMHALKMCT MIIIOC» MOHUMAETCS JULO,
KOTOPOE B PE3YJbTATE YMBIIUICHHBIX WM HEYMBIIUICHHBIX JCHCTBUA MOXET
HAHECTH y1IEepO OOBEKTaM 3aIIUTHI.

Bce Hapymurenu nenstcsa Ha ABE TPYIIbL:

® BHEUIHUWE HApPYWIUTENW — (U3MYECKHUE JiMIla, HE HMEIOIIME IMpaBa
npeObIBaHUSI HA TEPPUTOPUU KOHTPOJIUPYEMOH 30HBI, B Mpeaenax
Kotopoil pazmeiaercs oobopyaoBanue MCIIJIH, a Tak ke xpaHsiTcs
[T]IH Ha OyMa)KHBIX HOCUTEJISIX;

® BHYTPEHHUE HApYIIUTEIU — (U3MYECKUE JIMIA, HUMEIOIIHUE MPaBO
npeObIBaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B MpEAENax
KoTopoit pazmemaercs obopyaoBanue MCIIJIH, a Tak ke XpaHsaTCs
I1/IH Ha OyMa)KHBIX HOCUTEJISIX.

* Kiaccudukanus HapymuTeneid npencraBieHa B Mojaenu yrpos

0€30MaCHOCTH MEPCOHATBLHBIX JIAHHBIX.
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Mogaenb yrpo3 6e30nacHOCTH

s UCITIa OO0 «K/I «KJIMHULMCT MUIFOC» BBIACISIOTCS CIEAYIOLINE

OCHOBHBIC KaTCIrOpruHn yrpos 0e30ITaCHOCTH INEPCOHAJIBHBIX JAHHBIX:

YTpo3bl OT yTEUKHU 10 TEXHUYECKUM KaHAJIaM.
VYTpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYNA K NH(POPMALIMH.

Yrpo3bl yHHUUTOXEHMS, XulleHus anmapatHeix cpeacts MCIIIn
HocUTelleld UHPOopMallUU MyTeM (PU3UYECKOTO JIOCTYMa K dJEMEHTaM
UCTI/H.

Yrpo3bl XUINEHUS, HECAHKIIMOHUPOBAHHONW MoauduKaluu —win
OJIoKMpoBaHUs MHGOpPMALIMM 32 CYET HECAHKIMOHUPOBAHHOIO
noctyna (HCJI) ¢ mnpuMeHEHHEM MporpaMMHO-alapaTHbIX U
MPOTrpaMMHBIX CPEACTB (B TOM YHCIE MPOrPAMMHO-MATEMATUUYECKUX
BO3JICHCTBUIA).

YTpo3bl HE NPEAHAMEPEHHBIX JCUCTBUIA MOJIL30BATENIEH U HAPYLLICHUIA
oe3zonacHoctu (yHkuuonupoanust UCIIJIn u C3I1JIH B ee coctaBe
u3-3a cOOEB B MPOrpaMMHOM OOECIEUYEHUU, a TaKXKe OT Yrpo3
HEaHTpPONOreHHoro (cOoeB ammaparypbl M3-3a  HEHAJIEKHOCTH
AJIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUUHOTO (yJapOB MOJIHHMA,
M0XapoB, HABOJHEHUH U T.I1.) XapakTepa.

YTrpo3bl IpeIHAMEPEHHBIX NCHCTBUI BHYTPEHHUX HAPYIIUTEIICH.

prOSBI HCCAHKIIMOHUPOBAHHOTO AOCTYIIA 10 KaHAJIaM CBs3H.

Onucanue yrpos, BEpOSITHOCTh MX pealii3allii, ONACHOCTh U aKTYaJbHOCTb

npeacraBieHbl B «Mojenu yrpo3 0€30MacHOCTH TEepPCOHANbHBIX JIaHHBIX B

NCITIn».
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Mexanusm peasmzauuu [onoxenus

Peanuzauust  [lonoxkeHus  JOKHA ~ OCYILUECTBJSITRCS ~ HA  OCHOBE
NEPCTIEKTUBHBIX MPOTrPAMM U TJIAHOB, KOTOPHIE COCTABIISIOTCS HA OCHOBAHUHU U BO
UCIIOJIHEHUE:

* (denepanbHBIX 3aKOHOB B 00JacTu oOecreyeHuss UHPOPMALMOHHOM
0€30MacHOCTU U 3alUThl HHPOPMAIIWH;

* nocradoienuii [IpasurensctBa Poccuiickoit @enepannu;

®  PYKOBOJSIIUX, OpraHu3aluOHHO-PACTIOPSIIUTETBLHBIX u
meroanueckux JokymentoB @CTIOK Poccun;

* norpebnocteii MCII/IH B cpencrtBax oOecneyeHuss 0€30MacHOCTH

uH(popManuu.
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IMopsinok padoThl ¢ NEPCOHAJBLHBIMH JAHHBIMH COTPYAHHKOB

Oo6s13aHHOCTH paGoToaaTesi

B nensx ucnonaHeHus TpeOoBaHuii 3akoHoAaTenbcTBa P® npu ob6paboTke
NEPCOHAIBHBIX JAaHHBIX, BCE PAOOTHUKU YUPEKIEHUS JOJKHBI HCIOJHSTH
YCTaHOBJICHHBIH MOPSIIOK pabOTHI:

Pabota ¢ mnepcoHaabHBIMH JAaHHBIMA PAOOTHUKOB JOJKHA HE HapyllaTh
TpeOoBaHMil 3akoHojaTesnbcTBA P® M JIOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U JO0JHKHA OBITh HEMOCPEACTBEHHO CBSA3aHa C OCYIECTBIECHUEM UMHU
CBOUX TPYJIOBbIX (PYHKIUH.

IIpu cObope n 00paboTKE MEPCOHANBHBIX JTAHHBIX Pa0OTHUKA padoTOAATEINb
Jomxen pykoBouactBoBarbcsd Konctutynuein P®, Tpynoseim koaekcom PD u
MHBIMU (peiepaTbHbIMU 3aKOHAMHU.

[lepcoHasibHbIE NaHHBIE PAOOTHUKOB JOJOKHBI OBITH MOJYYEHBl TOJBKO
HEMOCPEJCTBEHHO y Hero. Ecnu st 00paboTKK ero JaHHBIX WM UX MOJTY4YEHUs
NPUBJIEKAETCS TPETbH JIMLA, TO pPAOOTHUK JOJDKEH [aTh MpPEABAPUTEIBLHOE
NUCbMEHHOE corjacue Ha 3To. OJIHOBPEMEHHO pPAOOTHUK JOJDKEH ObITh
YBEJIOMJIEH O 1IeJisiX cOopa uH(pOpMalMi, UCTOUHUKAX €€ IMOJYYEHUSs, a TaKKE O
NOCJIECTBUAX OTKa3a OT MPEJOCTABICHHUS NUCBMEHHOIO corjiacus Ha cOop
uH(bOpMaIIHH.

IlepcoHanbHble NaHHbIE PAOOTHUKA O €r0 MOJUTUYECKUX, PEITUTHO3HBIX U
UHBIX YOEKIEHUSX, YACTHOM JKM3HM, a TAKXKE YICHCTBE B OOILIECTBEHHBIX H
npo(COI3HBIX OpraHU3aluiIX He MOoJexaT cOopy OpraHusalueil, eciu UHOE He
peLyCMOTPEHO 3aKOHOJATEIBCTBOM.

3amuTa NEpCOHANbHBIX JAaHHBIX pPaOOTHHMKA JO/DKHA 00ecneunBaThbes

MMOJHOCTBIO 34 CUYCT pa60T0z[aTen;1.
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YupexaeHue mpu nmpreMe Ha paboTy, a TakKe MPH JTHOOBIX M3MEHEHUSX
npaBujl padOTHl C NMEPCOHATLHBIMHU JAaHHBIMUA 00513aHO MUCHMEHHO 3HAKOMHTH C
HUMU BCEX PAOOTHUKOB.

VYupexxaenne He UMEeT MPaBo MPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

[IPaB HA 3aLIUTY NEPCOHAIBHBIX JAHHBIX.

Oo06s13aHHOCTH Ppa0OTHUKA
PaGoTHuk 00s13aH:
Ilepenath paboTomarento BCEe TMEPCOHATbHBIC JaHHBIC, YyKa3aHHbIE B
COOTBETCTBYIOIIUX JOKYMEHTAX.
B ycraHoBieHHBI mpaBuiaMu CpOK coobmiath paboromarento 00

N3MCHCHHH CBOUX IICPCOHAJIBHLIX TAHHBIX.

Ilepenaua nepcoHaJbLHBIX JAHHBIX

[Ipy ocyiecTBIEHUH MEpeaauyd MepCOHANbHBIX JAaHHBIX pPaOOTHHUKOB
TPETHUM JIMLIAM padOTOAATENb 00S3aH:

HE C€OO00IIaTh IMEPCOHAIbHbIE JaHHbIE O€3 IOJ[yYeHHOI0 MNUCbMEHHOIO
corjacusi pabOTHUKA, KPOME CiIy4aeB, KOIJla Takue OOSI3aHHOCTU YCTaHOBJIEHBI
3aKOHOJATEIbCTBOM;

HE mepeiaBarh MEePCOHAIbHBIE JTaHHbIE Pa0OTHUKA JUIsl UCIOJIb30BAHUS B
KOMMEPUYECKUX LIETSIX;

TpeOOBaTh OT TPETHUX JIMILL COOIOACHUS TIPAaBU pabOThl C NEPCOHAIBHBIMU
JaHHBIMHM, @  TaKXKe MPEJOCTABICHUS  MUCBMEHHOTO  MOJITBEPXKACHUS
UCMOJIb30BaHUSI  MEPCOHANBHBIX JAHHBIX B  MOPSAJKE, MPELyCMOTPEHHBIX

HACTOAIIUM ITOJIOKCHUEM O 3alllUTC IICPCOHAJIBHBIX TAHHBIX;
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JaBaTh JOCTYIl K II€PCOHAJIBHBIM JAHHBIM TOJIBKO JIMIAM, HWMEKILIUM
COOTBETCTBYIOIIMIA JOMYCK W HCIOJNB3YIOIIUX WX TOJIBKO JUIsl BBIIOJHEHHUS
KOHKPETHBIX IMOJJTHOMOYU;

HE ucTpeOoBaTh HMH(MOPMALKIO O COCTOSIHUM 3J0pOBbS padOTHHKA, 3a
UCKJIIOYEHUEM JIaHHBIX, KOTOPbIE€ MOTYT MOBIMATH HA MCIOJHEHHWE PAOOTHHKOM

CBOMX TPYJIOBbIX 005I3aHHOCTEH.

3amuTa nepcoHaJIbHbIX JAHHbIX PAa00THUKA

B pamkax peanuzauuu nyHKTOB Hactosiero llomoxxenuss o 3amute
NEPCOHATBHBIX JaHHBIX PAOOTHUKOB, PyKOBOAMWTENb YUPEIKICHUS U3/IaeT MPUKaA3 O
HA3HAYEHUU JIMIA, OTBETCTBEHHOIO 3a COOJIIOJIEHHWE TMopsiaka padoThl C
NEePCOHAbHBIMY JIAHHBIMA PAOOTHUKOB, HA KOTOPOM JIEKaT BCce OOS3aHHOCTH TIO
oOecrieueHnI0 KOHPUIECHIIMATLHOCTH TOJYUYEeHHBIX TaHHBIX, a TAKXKE OpraHu3aiyu
paboThl C HUMH.

[lepenaya uHpopMaIu MPOUCXOTUT TOJBKO B MHUCHbMEHHOM BHJIE. 3ampoc
JO0JDKEH OBbITh C/IeJiaH B MHUCbMEHHOM BHUJIE C YKa3aHUEM BCEX PEKBU3MTOB JIUIIA,
3anpamuBarommero uHopManuo. OTBET I0HKEH OBITH clellaH Ha (DUPMEHHOM
OJIaHKE YUYpEXKJIECHHsI M OTIPABIEH JUOO KypbepCKOH Ciy:k00ii, MO0 3aKa3HbIM
TUCBMOM.

Bce mosnyueHHBIE TEpCOHANBHBIE JAHHBIE MOJKHBI XPAHUTHCS B MECTE,
MCKJTIOYAIOIIEM HEeCaHKIIMOHMPOBAHHBIX JOCTYIT TPETHUX JIHII.

DNEKTPOHHBbIE HOCHUTENW MHGOPMALIMKM, JOKHBI  ObITh  3alUIICHBI

KpUunTorpaduyeCKUMU CpeCTBAMU 3aIUTHI THPOPMALIUH.
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OTBeTCTBEHHOCTD 32 pa3rJianieHue uHgpopMauHu, CBSI3AHHOM ¢

NMEPCOHAJbHbBIMHA JAHHBIMHA p360THHKa

Jluua, npu3HAHHBIE BUHOBHBIMM B HapylIEHUM TPeOOBaHUN HACTOSIIIETO
[TonoxxeHust 0 3aUUTE NEPCOHAIBHBIX JAHHBIX PAOOTHUKOM MPUBJIEKAKOTCS K
JTACUMIUIMHAPHOW, AAMUHUCTPATUBHOMN, TPAXIAHCKO-IIPABOBYKD U YIOJIOBHOU
OTBETCTBEHHOCTH, B IMOPSAKE IPEAYCMOTPEHHOM 3aKOHOIATEILCTBOM Pd u

JIOKAJIbHBIMHU HOPMATUBHBIMH aKTaMH.
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[Mopsinok padoThl ¢ NePCOHAJBLHBIMU JAHHBIMH KOHTPAr€HTOB U NMallUEHTOB

Iopsinok nosyyeHust 1 06padOTKH NMEPCOHATBHBIX JAHHBIX
KOHTPAreHTOB U NMALMEHTOB

ITon ~ oOpaGotkoit  II/[H  moOHMMaeTcs  MOJYy4YEHUE,  XpaHEHUE,
KOMOMHUPOBaHME, NEepenaya Wiu Jo00e JAPYyroe MCroIb30BAHUE MEPCOHATBHBIX
JTAHHBIX KOHTPAreHTOB W MAIUEHTOB.

Pabota ¢ nepcoHanbHbIMU JAHHBIMU KOHTPAr€HTOB U MAIlMEHTOB J0JKHA HE
HapymaTh TpeOoBaHWI 3aKOHOAATENhCTBA PD U JTOKATBHBIX HOPMATUBHBIX aKTOB
OpraHu3alyu.

Hcnonb3oBaHre NePCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO B COOTBETCTBUU
C IMEJSIMH, ONMPENETUBIIMMU WX MojydeHue. llepcoHanbHbIe NaHHBIE HE MOTYT
OBITH MCMOJb30BAHbI B IEJISIX MPUYUHEHUS UMYIIIECTBEHHOTO U MOPAJILHOTO Bpe/a
rpaxiaaHam, 3aTpyJIHEHHUs pealu3alru NpaB U cBoOox rpaxnaH Poccuiickoit
benepauuu.

[Topsiiok 00pabOTKK MEPCOHATBHBIX JAaHHBIX HAa OYMa)KHBIX MaTepUaJbHbIX
HOCHTEINSIX perjaMeHTUpoBaH «MHCTpyKIMeli Mo  XpaHEHWIO MMEePCOHAIbHBIX
JAQHHBIX HA OyMaXHBIX HOCHUTENSX U TMOPSAKY padOThl HUCHOJHUTENEH C
NEPCOHATBHBIMU  JAHHBIMM  Ha  OyMaXXHbIX  HOCUTENSX  HUH(OpMaLUN»,
YTBEP)KJICHHON PYKOBOJIUTEIIEM.

O6paboTka NEPCOHANIBHBIX JAHHBIX B aBTOMATHU3UPOBAHHBIX
WH(GOPMAIIMOHHBIX CHCTEMaX OCYINECTBIISCTCS Ha OCHOBAHUY PsiJia yTBEPIKICHHBIX
PYKOBOJUTENEM WHCTPYKIMA PETJIaMEHTUPYIOMMX O00pabOoTKy MEePCOHATBHBIX

nanHbix B UCITJIH.
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JlocTyn K NepCcoOHAJILHBIM JaHHBIM

BuyTtpennuii poctyn (AOCTyll BHYTPUM OpraHu3alyU) OMNPEAEIISIETCs
NEPEYHEM JIML, MUMEIOLUX JOCTYN K MNEPCOHAIBHBIM JAHHBIM KOHTPAr€HTOB M
NAUMEHTOB, OMPEACIISIETCS PUKAZ0M PYyKOBOIUTEIIS.

Buewnuii nocrym:

K uucimy MaccoBbIX NOTpeOUTENEel MEPCOHANIBHBIX  JITAHHBIX  BHE
OpraHu3alMid MOKHO OTHECTHU TOCYJApCTBEHHbIE (DYHKIMOHAIbHBIE CTPYKTYPBI:
HAJIOrOBbIE WHCHEKIMKM, MPABOOXPAHUTENIbHBIE OpraHbl, OpPraHbl CTATUCTUKH,
BOEHHBIE KOMMCCApUATBI, OPraHbl COLMAIBHOIO CTPAXOBAHMS, TIE€HCHOHHBIE
(boHIbI, OAPA3JAEIIEHUS My HULIMITAJIbHBIX OPTaHOB YIIPaBJICHUS U T. 1.

Han3opHO-KOHTPOJIbHBIE OpPraHbl UMEIOT IOCTYN K MH(OpPMAUMU TOJbKO B

chepe cBOEH KOMIETEHIINH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTb CYObEeKTAa MEePCOHATbHBIX
AAHHBIX

3akpernsieHue npaB CyObEKTOB IEPCOHATIBHBIX JAHHBIX, PETIAMEHTUPYOLIUX
3alIMTY €ro IMEepCOHANbHBIX JAHHBIX, OOECIEYMBAET COXPAHHOCTh IMOJHON H
TOYHOUN MH(GOPMAIIHU O HEM.

B wmensx 3amuThl MEPCOHAIBHBIX JIAHHBIX KOHTPAreHThl  (3aKOHHbIE
NPEACTABUTEIIN) UMEIOT ITPaBo:

- TpeOOBaTh MCKJIIOYEHUS WM HCIPABJICHUS HEBEPHBIX WM HEMOJHbIX
NEPCOHAIBHBIX JaHHBIX, Ta CBOOOJHBIA O€CIUIATHBIA JOCTYN K CBOHMM
[IEPCOHAJIBHBIM JIaHHBIM, BKIJIIOYas IPaBO HA IOJYYEHHE KOIMUM HOBOW 3aIUCH,
CoJlepaKalllel IEpCOHANIbHBIE JAHHBIE;

- ONPEACNATh CBOMX IPEICTABUTENEN I 3alUTHl CBOMX IE€PCOHAJIBHBIX

JIAHHBIX HA COXPAHEHUE U 3aALIUTY CBOEU JIMYHOW TAKWHBI.
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IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh OMEPATOPA MEPCOHAIBHBIX
AAHHbIX

[lepconanbHasi OTBETCTBEHHOCTh - OJHO W3 TJAaBHBIX TpeOOBaHUN K
opranu3anuu GyHKIIMOHUPOBAHMSI CUCTEMBI 3aIIUTHI IEPCOHATLHONW UHPOPMAIUH
1 00s13aTelIbHOE yclloBUE oOecneueHus 3pPEKTUBHOCTU ITOH CUCTEMBI.

Opunuueckue W QuU3MUECKUWE JIMIA, B COOTBETCTBUUM CO CBOMMHU
MOJHOMOYMSIMM BIIAJICIONIME O TpaKIaHaX MOJYyYaIoIMe M HCIONb3YIOIINUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOJAATEIbCTBOM Poccuiickoit
Qenepauuy 32 HapylleHHE peXUMa 3alluThl, 00pabOTKM U  MopsaKa
UCMOJIb30BaHMs 3TOI MHDOpMALIHH.

PykoBonutenb, paspemialomivid  10CTyn  COTpYyAHMKA K JIOKYMEHTY,
COJIEpIKaIlleMy TepPCOHAJIbHBIE CBEIEHUSI KOHTPAreHTOB W MAalMEHTOB, HECET
NEPCOHAIbHYI0 OTBETCTBEHHOCTD 32 JAHHOE pa3pelleHUe.

Kaxplii cOTpyIHUK OpraHu3aluy, MOJydyaromuid s paboThl JTOKYMEHT,
COJIEpIKaIINii TIEpCOHANIbHBIE JaHHBIE HECET €IUHOJMYHYH) OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTEIISI U KOHPUAECHIUATBHOCTh MHPOPMALUH.

Jlomyck K MepcoHaNbHBIM JIaHHBIM KOHTPAareHTOB W MAlUEHTOB IPYTUX
COTPYJAHMKOB pabOTOAATENs, HE UMEIOIIUX HAJIekKaUIMM 00pa3oM 0(hOpPMIIEHHOTO
J0CTYMa, 3aMpeIiaeTcs.

Ilepenaua (0OMEH U T.1.) NEPCOHABHBIX JAHHBIX MEXIY MOJpa3aeICHUSIMU
OCYIIECTBIISIETCS TOJBKO MEXIY COTPYAHMKAMH, HMEIOIUMU JOCTYN K
NepCOHAIbHBIM JAHHBIM KOHTPAreHTOB U MaIlMEHTOB.

3a HEUCNOJHEHWE WM HEHAAJIeXallee HCIONHEHHE PaO0OTHUKOM IO €ro
BUHE BO3JIOKEHHBIX HAa HEro O0S3aHHOCTEW IO COOJIIOIECHUIO YCTaHOBJIEHHOTO
nopsiika paboThl CO CBEACHUSMM KOH(UICHIMAIBHOTO XapakTepa padoToaaTellb
BIIpaBe MPUMEHATHh MpeaycmorpeHHbie TpynoBeiM Kojexcom aucuumivHapHbIe

B3bICKAHHA.
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Oco6eHHOCTH 00pPa0OTKH NMEPCOHAJIbHbIX JAHHbIX 0€3 HCMO0J/Ib30BAHUSA
CpeAcTB aBTOMATHU3ALUH

[Ipy  HeaBTOMATU3UPOBAHHOW  00paOOTKE pA3IMUHBIX  KaTErOpHid
NEePCOHANIBHBIX JIAHHBIX JOJIKEH HCIOJIb30BaThCS OTAEIbHBIA MaTepHalIbHbIHI
HOCUTENb JJIsl K&KIO0W KaTeropuu MepcoHaIbHbIX TaHHBIX.

IIpn HeaBTOMATU3UPOBAHHOW OOPAOOTKE MEPCOHANBHBIX JAHHBIX Ha
OyMaKHBIX HOCUTEISX:

- He Jomyckaercss (ukcanuss Ha OAHOM  OyMa)XXHOM HOCHUTEIE
NEPCOHATILHBIX JaHHBIX, 1I€JId 00pa0OTKU KOTOPBHIX 3aBEIOMO HECOBMECTHMBI;

- MEpCOHAJbHbIE JIaHHBIE JOJDKHBI 000COOJATHCS ~ OT  HUHOWU
uH(bOpMaIlMK, B YaCTHOCTH MyTeM (UKCAIMM UX HA OTACJIbHBIX OyMa)KHBIX
HOCHUTEIISIX, B CIELMAIBHBIX pa3liefax WiIM Ha noJisx ¢Gopm (0J1aHKOB);

- JIOKyMEHTBI, COJIEp)Kall[Me MEPCOHAIbHbIE HaHHbIE, (OPMUPYIOTCS B
JieJla B 3aBUCUMOCTH OT 1I€JId 00pa0OTKU NEPCOHATBHBIX JAHHBIX;

- Jena ¢ JOKYMEHTaMH, COJAEpX aUlMMHU [EepCOHANIbHbIE JaHHbIE,
JIO/OKHBI  MMETh BHYTPEHHME  ONUCH  JIOKYMEHTOB C YKa3aHUEM LEH
00pabOTKU U KaTErOpuH MEePCOHAJbHBIX JTaHHbBIX.

JIOKyMEeHTBl ~ (HOCHUTENM  HMHPOpPMALMH), COAEPMKALIME MEPCOHAIBHbBIE
JAHHbIE, JIOJDKHBI XPAHUTbCSI B  CIYXKEOHBIX  MOMEIIEHUSIX B  HAJEKHO
3anupaeMbIX U ornevyaTbiBaeMbix Ikadax (ceidax).

YHuuTO)KEHHE WIM  00€3JIMYMBAHUE YACTH MEPCOHAIBHBIX JIAHHBIX,
€CJIM  9TO JOMYCKAEeTCs MaTepUaJbHbIM HOCUTEIEM, MOXET MPOU3BOJUTHCA
CIOCOOOM, HCKIIIOYAIOIIMM  JAIbHEHIIYI0 00pabOTKy ATHUX  [EPCOHAIbHBIX
JAHHBIX, C COXpPAaHEHHMEM  BO3MOXHOCTH 00pabOTKM  MHBIX JAHHBIX,
3a()MKCUPOBAHHBIX HA MAaTE€pUATIBLHOM HOCHUTEJE.

[Ipy  HEcoBMECTHMOCTM LENei 00padOTKM NEPCOHANBHBIX JaHHBIX,

3a(I)I/IKCI/IpOBaHHbIX Ha OJHOM MaTCpUuaJibHOM HOCHUTCIIC, CCJIn
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MaTepUalibHbIA ~ HOCUTENIb  HE MO3BOJISIET  OCYUIECTBIISTh 00paboTKy
NEPCOHANIBHBIX JAHHBIX OTIEIBHO OT Jpyrux 3apUKCUPOBAHHBIX Ha TOM
K€ HOCHUTEJE IEPCOHAIbHBIX JAHHbBIX, JOJDKHBI ObITh NPUHSITHI MEPBI IO
o0ecrneueHuto pasziesibHOl  00pabOTKM MEPCOHABHBIX JAHHBIX, B YACTHOCTU:

- Opu  HEOOXOAMMOCTM  HMCHOJb30BaHUS WU PACHpPOCTPAHEHUS
OIMPEJEICHHBIX MEPCOHABHBIX JAHHBIX OTIEABHO OT HAXOJALIMXCS Ha TOM
e MarepralbHOM HOCUTENIE JAPYTUX MEPCOHATBHBIX JAHHBIX OCYIIECTBIISETCS
KOIMPOBAHUE [EPCOHAIBHBIX JAHHBIX, MOJIEKAIIUX PACHPOCTPAHEHUIO WU
UCIOJIb30BAHUIO, CIIOCOOOM, HCKIIIOYAIOIIMM  OJHOBPEMEHHOE  KONMUPOBAHUE
NEpPCOHAIbHBIX  JAHHBIX,  HE  MOMJIEXAIIUX  PaCHpPOCTPAHEHUIO u
UCMOJb30BAaHUIO, W MCHOJb3YETCs (PachpOCTpaHSIETCs) KOMHUSI NEPCOHAIbHBIX
TAHHBIX;

- Opu HEOOXOAMMOCTH YHHMUYTOXXEHUSI WM OJOKMPOBAHUS YACTH
NEPCOHATBHBIX JIAHHBIX YHUYTOXAETCS WM  OJOKUpYETCsl MarepuaibHbIN
HOCUTENb C MpeIBapUTEIbHBIM KOMUPOBAHWEM CBEICHHUM, HE TMOJJICKAIINX
YHUUTOKEHUIO Win OJIOKMPOBAHUIO, CrocoooM, UCKJIIOYAIOIIUM
OJIHOBPEMEHHOE  KOMMPOBAHME  MEPCOHAIBHBIX  JAHHBIX, MOAJIEkKAIIUX
YHUUTOXKEHUIO UM OJOKMPOBAHUIO.

YTOUHEHME NEPCOHANbHBIX  JAHHBIX  NpHU OCYIIECTBIICHUU ux
00paboTKK 0€3 UCMOJIb30BAHUS CPEIICTB aBTOMATU3ALMKU TPOU3ZBOJIUTCA IYyTEM
OOHOBJICHUSI WJIM W3MEHEHHUs JIaHHBIX Ha MaTepUalbHOM HOCHUTENE, a €ciu
3TO  HE JIOMYCKAETCSl TEXHUYECKHMMH  OCOOCHHOCTSMH  MAaTe€pUajbHOrO
HOCUTENsI, TyTeM (QHUKCAMM HAa TOM K€ MaTepuaibHOM HOCUTENE CBEACHMIA
O BHOCHMMBIX B HHUX HM3MEHEHHUSX JMOO IMyTEM M3rOTOBJIECHUS  HOBOIO
MaTEPUAIbHOIO HOCHUTENS C YTOUHEHHBIMU TNEPCOHAJIbHBIMHU JIAHHBIMHU.

O0paboTka NMepcoHAIbHBIX JAHHBIX, OCYIIECTBIsIeMasi 0€3 MCIOJIb30BAHMS
CPEICTB aBTOMATHU3AallMU, JOJDKHA OCYIIECTBISTHCS TaKUM 00pa3oM, uTOObI B

OTHOLIICHUHU KAXJIOMU KaTCTropuu NCPCOHAJIBHBIX TAHHBIX MOKHO OBILI0 OIIpCACIINTD
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MECTAa XPAHEHWS NEPCOHAIbHBIX JAHHBIX (MaTepUAIbHBIX HOCHUTENEH) WU
YCTAHOBUTBH ME€PEUYEHb JIUL, OCYILIECTBISIOMNUX 00padOTKY MEPCOHAIBHBIX JaHHBIX
1100 UMEIOIIUX K HUM JIOCTYTI.

IIpn XpaHeHun MarepuanbHbIX HOCUTENEH JOJIKHBI COONIOAATHCS YCIOBUS,
00€CIEYMBAOIINE COXPAHHOCTh MEPCOHANBHBIX JAHHBIX W  HCKIIOYAIOLINE
HECAHKLMOHUPOBAHHBI K HHMM J0CTyl. XpaHEHHE MEPCOHANbHBIX  JAHHBIX
(MaTepuanbHbIX  HOcUTeNel), 00pabOTKa KOTOpPBIX  OCYUIECTBIISIETCS B

PA3JIMYHbIX LCJIAX JOJIZKHO OBITH pa3acibHbIM.
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Osxkupaembiii 3pPexT ot peanusauuu Ilosoxkenus

Peanuzanus [onoxenus 6e3onacuoctu I1/n B UCITJIH mo3BonuT:

® oueHuTh coctosinue OezonacHocty uHpopmanuu MCIIIH, BBISIBUTH
WCTOYHUKM BHYTPEHHUX M BHEUIHUX Yrpo3 HWHOOPMALMOHHON
0€301acHOCTH, ONPEAEITUTh MIPUOPUTETHBIE HaIPABJIEHUS
MPEIOTBPALLECHUS, OTPAXKECHUS U HEUTPAIIU3ALNU ITUX YTPO3;

® pa3paboTarh pPACHOPSAMTENIbHBIE W  HOPMATHBHO-METOJIUYECKHUE

JNOKyMeHTHhI npuMenuTenbHo K MCIT/IH;
* npoBecTH Kiaccudukamnuio u ceprudukaruro MCIJIH;

¢ IIPOBECTH OPraHU3ALUOHHO-PEIKUMHBIC U TCXHUYCCKHUEC MCPOIIPUSITUS

no obdecneuenuto 6ezonacHoctu [1/1n B UCII/IH;

® o0ecrneunTb HEOOXOAUMBIA YpPOBEHb 0€30MaCHOCTU OOBEKTOB
3aIUTHI,

®* paszpaboTrarb  METOJAMYECKHE  JOKYMEHThl MO  Pa3MEIICHUIO,
00OpYJIOBAaHUIO W OXpaHE MOMEIICHHM, TJe XPAHATCS MEePCOHATbHbBIE
JAaHHBIE, 0  XPAHEHHUIO MEePCOHAIBHBIX JAHHBIX Ha OyMaXKHBIX
HOCUTEJISIX W TOPSAAKY pabOThl HMCHOJTHHUTENECH C MEepCOHATbHBIMU

JAHHBIMHW Ha 6}/Ma)KHI>IX HOCHUTCIIAX I/IH(l)OpMaI_[I/II/I.

OcyuiecTBIEHUE ITUX MEPONIPUSATUIM 00ECTIEUUT CO3/IaHUE €NHOM,
LHEJOCTHOM M CKOOPAMHUPOBAHHOH  CUCTEMbl  MHGOPMALMOHHON
O0e3omacHOCTM M CO3/JacT  YCJIOBUSL  JUlsl €€ JallbHelIero

COBCPILICHCTBOBAHUSI.
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Cnucok UcnoJib30BaHHbIX HCTOYHUKOB

OcCHOBHBIMH HOPMATHBHO-NIPABOBBIMH 7 MeTOAMYEeCKUMH
AOKYMEHTAMH, HA KOTOPbIX 0a3upyercs HacTosimee [lookeHne sIBJSIIOTCSA:

Oenepanbubiii 3akoH ot 27.07.2006 1. No 152-®@3 «O mnepcoHadbHbBIX
naHHeix» (naee — @3 «O mNEepCOHANBHBIX JaHHBIX»), YCTAHABJIMBAKOLIUI
OCHOBHbBIE MPUHLHUIIBI K yciaoBusi o0padotku IIJ[H, mpaBa, oO0s3aHHOCTH W
OTBETCTBEHHOCTb YYACTHUKOB OTHOLIECHUH, CBSI3aHHBIX ¢ 00padoTkoi [1/1H.

«TpeboBaHusi K 3alIMTe NEPCOHATBHBIX AAHHBIX MPU HX 00pabOTKE B
MHPOPMALMOHHBIX ~ CUCTEMAaX  MEPCOHANBHBIX  JIAHHBIX»,  YTBEPXKJIECHBI
[Tocranosnenuem IIpaBurenscta P® ot 01.11.2012 r. Ne 1119.

«ITonoxenne 00 0COOEHHOCTAX OOpPaOOTKH MEPCOHANBHBIX JIAHHBIX,
OCYLIECTBJISIEMOI 0€3 MCIOJIb30BaHUS CPEICTB aBTOMATU3aLUW», YTBEPKIECHHOE
[Tocranosnenuem lIpaBurensctBa P® ot 15.09.2008 r. Ne 687.

[Tocranosnenune IlpaBurenbctBa Ne 211 ot 21 mapra 2012 roga «O06
YTBEPKIACHUM [EPEUYHs] MEp, HANpPABIECHHBIX HA O00ECIEYEHHE BBITOJIHEHUS
o0s3aHHOCTEH, perycMOTpeHHbIX D3 «O NepCOHANBHBIX TAHHBIX» U MPUHSATHIMU
B COOTBETCTBMM C HUM HOPMATUBHBIMM NPABOBBIMM AKTaMH, OIEPATOPAMM,
SABJISIFOLIMMUCS TOCY AAPCTBEHHBIMU WJIM MYHHMIMIIAIIBHBIMU OpraHaMm.

«TpeboBanus K  MarepuajbHbIM HOCHUTENSM OMOMETPUYECKUX
NEPCOHAIBHBIX JAHHBIX M TEXHOJOTMSM XPAHEHMSI TaKUX JAHHBIX BHE
UH(OOPMAIIMOHHBIX ~ CHCTEM  [EPCOHAIbHBIX  JAHHBIX»,  YTBEP)KIECHHBIE
[Tocranosnenuem lpaBurenscrea P® ot 06.07.2008 r. Ne 512.

HopmartuBHo-mMeTonnueckue J0KyMeHTbl DenepalibHOM  ciaykObl 1O
TEXHUYECKOMY M DKCIEpPTHOMY KOHTpoJito Poccuiickoit ®enepauuu (nanee -
OCTOK Poccun) no obecneuenuro 6e3onacHoctd [IJIH mpu mx obGpaboTke B

NCIT/H:
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ba3oBas MOZellb yrpo3 0€30MacHOCTH TEPCOHANBHBIX NAHHBIX IpPH HX
obpaboTke B MHOOPMALMOHHBIX CHUCTEMax IE€PCOHANBHBIX AaHHBIX, YTB. 3aM.
aupekropa @CTIK Poccuun 15.02.08 r.

Metonuka onpezneneHusl akTyalbHBIX Yrpo3 0Ge30MacHOCTH MepCOHATBHBIX
J@HHBIX OpH uX 00paboTke B HMHGOPMALMOHHBIX CHCTEMaX MePCOHAIBHBIX
HaHHbIX, yTB. 3aM. qupektopa @CTIOK Poccuu 15.02.08 r.

IIpukas @®CTOK Poccum Ne 17 or 11 despans 2013 roga «O6
yrBepxaeHuu TpeboBanuii o 3amuTe uUHPOPMAIMKM, HE COCTABJISFOIIMX
rOCYJapCTBEHHYIO TalHy, COAEPXKALIMXCS B FOCYIapCTBEHHBIX HHPOPMALIHOHHBIX
CHUCTEMAX».

Ipuxas @CTIK Poccun Ne 21 ot 18 despans 2013 rona «O6 yTBepikaeHIN
Cocrasa ¥ ColepKaHHusi OPraHU3alUOHHBIX M TEXHUYECKHX Mep MO 06ecredeHHIo
0€e30M1aCHOCTH MEePCOHANBHBIX JAHHBIX MPH HX 00paboTke B HH()OPMALHOHHBIX
cUCTEMax [epCOHANbHBIX aHHBIX).

IIpuka3 @enepansHoil cnyx0Obl Oe3omacHocTu Poccuiickoit Menepammu ot
10 wmrons 2014 r. N 378 «O6 ytBepxkmenun CoctaBa U ComepKaHUS
OpraHM3allUOHHBIX M TEXHUYECKHMX Mep 1o obecredeHuto 0e30MacHOCTH
NEPCOHAJBHBIX [aHHBIX MpH MX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
MEePCOHAJIBHBIX TaHHBIX C MCTIOJIB30BaHUEM CPEJICTB KpUNTOrpaduHecKoi 3aiuThl
nH(popmalmu, HeoOXOAUMBIX AJIsl BBIMTOJIHEHHS YCTAHOBIEHHBIX [IpaBUTENBCTBOM
Poccuiickoii ®enepauuy TpeboBaHMI K 3alllUTe MEPCOHAIBHBIX AAHHBIX IS

KaXXJ01ro Hu3 yPOBHeﬁ 3alIHIICHHOCTH».

['naBHbI Bpau QA

/“3 /
e/ wﬁ/ A.B. @enopos



